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Why are you here?

Kernel Hacking is Hard
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Agenda

Introduction

PHPS

Security

Large developer teams
High-complexity applications
High-traffic Applications
[18n and L10n

Writing your own PHP Extension
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PHP is a Server-side language
Even though it is embedded in HTML files much like the client-side Javascript language, PHP is
server-side and all PHP tags will be replaced by the server before anything is sent to the web
browser.

Final HTHML
File

Web Server

1
1
1
! PHP
1
\

HTML File

w/ PHF tags

So if the HTML file contains;

<htm >
<?php echo "Hello World" ?>
</htm >

What the end user would see with a"view source" in the browser would be:

<htnm >
Hello World
</htnm >
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|dea

ThisisaC program that generates an HTML page with atable populated from an SQL query.

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>
#i ncl ude "nysql . h"

MYSQL nysql ;

void err(void) {
fprintf(stderr, "9%\n", nysql _error(&ysql) );
exit(1);

int gen_page() {
put s(" <ht M ><body><t abl e>");
i f(!'(mysqgl _connect (&nysqgl, "host™, "user"”, "passwd")))
err();
i f(nysql _sel ect _db(&ysql, "ny_db")) err();
i f(mysql _query(&mysql,"SELECT * FROM ny_table")) err();
if('(res = nysql _store result(&nysql))) err();
while((row = nysql _fetch_rowmres))) {
puts("<tr>");
for (i=0; I < nysql_numfields(res); i++)
printf("<td>%s</td>\n", rowfi]);
puts("</tr>");

puts("</tabl e></body></htm >");

if (!'mysqgl _eof(res)) err();
mysqgl _free_ result(res);
mysqgl _cl ose( &mysql);

}

Here is the same thing in PHP which produces the same outpui.

<ht m ><body><t abl e>
<?php
mysqgl _connect ("host", "user", "passwd") or
di e(nysql _error());
$res = nysql _db_query("nmy_db", " SELECT * FROM ny_table") or
die(nysqgl _error());
while(($row = nysqgl _fetch_row $res))) {
echo "<tr>";
for ($i=0; $i < nmysqgl _numfields($res); $i++)
printf("<td>¥%s</td>\n",$rowf$i]);
echo "</tr>";

?>
</t abl e></ body></htm >
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Agenda

PHPS

An overview and some cool stuff
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Evolutionary Changes

Improved Performance.

Some New Standard Functions.
Improved Streams Support

New & Exciting Bugs

Language internals remain mostly the same.

o O O O
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Revolutionary Changes

OO0 support completely rewritten
Much improved XML support
SQL.ite

MySQL.i

Tidy

Many extensions moved to PECL
Andin PHP5.1

O O O 0O o o

o PDO
0 xmlreader/xmlwriter
0 Performance Improvements
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In PHP4
<?php
class OS {
var $nane;
function OS($nane) {
$t hi s->nanme = $nane;
}
}

functi on changeNane(&$obj, $nane) {
$obj - >nane = $nane;

$linux = new OS('linux');
$win = $linux;
changeName($w n, 'w ndows');
echo $linux->nane. "<br />\n";
echo $wi n->nane;

?>

| i nux

w ndows

In PHPS

<?php
class OS {
var $nane;
functi on OS($nane) {
$t hi s->nanme = $nane;
}

}

functi on changeNane($obj, $name) {
$obj - >name = $nane;

$linux = new OS('linux');
$win = clone $linux;
changeNanme($wi n, ' w ndows');
echo $linux->nanme. "\n";
echo $w n->nane;

?>

i nux

wi ndows
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Constructors and Destructors

<?php
class OS {
function __construct($nane) {
echo "Constructor called<br />";
}
function _ destruct() {
echo "Destructor call ed<br />";
}

$linux = new OS('linux');
echo "Step 1<br />";
$r ef = $li nux;
echo "Step 2<br />";
$li nux = NULL;
echo "Step 3<br />";
$ref = NULL;
echo "Step 4<br />";
?>

Output:
Constructor calledStep 1Step 2Step 3Destructor calledStep 4

-10-
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0 'Strongest' access level
0 Can only be accessed/called from the same class

0 Force use of get()/set() functions to access properties

<?php
cl ass Bedroom {
private $action;

function _ construct() {
$t his->action = 'fun'
}

}

$br = new Bedroom();
echo $br->action. "\n";
?>

Fatal error: Cannot access private property bedroom: $action
in foo.php on line 11

-11-
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Only accessible/callable by the same, or an inherited class. Here we see a call to a protected
method from the global scope being rejected.

<?php
cl ass Bedroom {
protected $action;

function _ construct() {
$t his->action = 'fun'
}

protected function peek() {
echo $this->action. "\n";
}

}

cl ass Keyhol e extends Bedroom {
function peek() {
echo $this->action. "\n";
}

}

$kh = new Keyhol e();
$kh->peek();

$br = new Bedroom();
$br - >peek() ; /| Doesn't work /
?>

fun

Fatal error: Call to protected nethod Bedroom : peek() from
context "htm' in script.php on line 24

-12 -
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Property access handlers combined with 'private’ can be used as a replacement for dynamic
properties.

<?php
cl ass OSses ({
private $nanes = array();

public function __set($nane, $value) {
if (Yin_array($nanme, array('w ndows', 'dos')))
$t hi s- >nanmes[ $nanme] = $val ue;

}

public function getNames() {
return $this->nanes;

$osses = new OSses();
$osses->linux = 'rocks';
$osses->wi ndows = ' bl ows' ;

var _dunmp( $osses- >get Names());
2>
array(1l) {

["]inux"]=>
string(5) "rocks"

-13-
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__call() is used to catch method calls the sasmeway _ get() and __set() is used to catch property
accesses

<?php
class hello {
function __call ($nanme, $args) {
echo "Hello ".ucfirst($nane)."!'\n";

}

$h = new hel |l o;
$h->rusty();
$h->ant on();

2>

Hel | o Rust y!
Hel | o Ant on!

-14 -
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PHP4:

<?php
if (nysql _connect('local host')) {
if (nysql_select _db('gane')) {
$r = nysql _query(' SELECT * FROM news');

PHPS:

<?php
try {

mysqgl _connect (' | ocal host');

mysqgl _sel ect _db(' gane');

$r = nysqgl _query(' SELECT * FROM news');
} catch (Exception $e) {

/ Do recovery /

exit();

-15-
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<?php
class a_class {
const VAL = ' Sonething';
public static $var = " Interesting";

public static function foo() {
return self:: $var;
}

echo a_cl ass:: VAL;
echo a_class::foo();
?>

Output:

Sonet hing Interesting

-16 -
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Base.inc

<?php
abstract class Base {

public function __toString() {
return '<pre>' .print_r($this, TRUE).' </ pre>'
}
}
?>
script.php
<?php

function __autol oad($cl ass) {
echo "autol oad called for $class\n";
require "presentations/slides/intro/$class.inc";

class ny_class2 extends Base {
function _ _construct($arg) {

$t hi s->prop = $arg;

}
$test = new ny_cl ass2('foo');
echo $test;
?>
Output:

aut ol oad cal l ed for Base
my_cl ass2 Obj ect

[prop] => foo

-17 -
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| nterfaces

<?php

interface abc {
public function setVariabl e($nane, $var);
public function getVariabl e($nane);

class ny_abc inplements abc {
private $vars = array();

public function setVariabl e($nane, $var) {
$t hi s->var s[ $nanme] = $var;

public function getVariabl e($nane) {
return $this->vars[ $nane];
}

$test = new ny_abc;
$test->setVariabl e(' foo', "' bar');
echo $test->getVariable('foo');
?>

Output:

bar
Now, how about if we don't implement the interface correctly:

<?php
class ny_other_class inplenments abc {
function _ construct() {

}

$this->test = 'sonething';

}

?>

Fatal error: Class my_other_class contains 2 abstract methods
and nust therefore be declared abstract (abc::setVariable,
abc::getVariable) in script.php on line 2

-18 -
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<?php
class ny_main_cl ass {
public function foo() { }
final public function bar() { }

class ny_other_class extends ny_nain_class {
public function foo() { }
public function bar() { }

?2>
Fatal error: Cannot override final nmethod ny_main_class::bar()
in script.php on line 9

-19-
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<?php
class the_cl ass {
public $var = 'foo';

class ny_other_class {
public function _ construct(the_class $obj) {
echo $obj - >var;

}
}
$a = new t he_cl ass;
$b = new my_ot her _cl ass(%$a);
$c = new ny_ot her _cl ass($b);
?>
foo

Fatal error: Argunment 1 must be an instance of the _class in
script.php on line 6

-20-
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Iteration

<?php
class msc_class {

public $varl = "abc";
public $var2 = 123;
public $var3 = "def";
private $var4d = 456;

$test = new m sc_cl ass;
foreach($test as $key=>%val ue)
echo "$key = $val ue<br />\n";

7>

Output:
varl = abc
var2 = 123
var3 = def

You can overload PHP's internal iterator by redefining the rewind(), current(), key(), next() and
valid() methods like this:

<?php
class Mylterator inplenents Iterator {
private $var = array();

public function _ construct($array) {
if (is_array($array)) {
$thi s->var = $array;
}

public function rewi nd() {
echo "rew ndi ng<br />\n";
reset ($thi s->var);

}

public function current() {
$var = current ($this->var);
echo "current: $var<br />\n";
return $var;

public function key() {
$var = key($this->var);
echo "key: $var<br />\n";
return $var;

public function next() {
$var = next ($this->var);
echo "next: $var<br />\n";
return $var;

public function valid() {
$var = $this->current() !== fal se;
echo "valid: {$var}<br />\n";
return $var;
}
}

$it = new Mylterator(array(1l,2,3));

foreach ($it as $key=>%val ue) {
echo "$key: $val ue<br />\n";

}

?>

Output:

rewi ndi ng
current: 1
valid: 1
current: 1
key: 0

0: 1

next: 2

-21-



current: 2
valid: 1
current: 2
key: 1

1. 2

next: 3
current: 3
valid: 1
current: 3
key: 2

2. 3

next :
current:
val i d:

If you just want to override some of them, use the IteratorAggregate class.

-22.
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Controlling Cloning

<?php

class ny_class3 {
static $instances = 0;
public $instance;

public function _ construct() {
$thi s->i nstance = ++sel f:: $i nstances;

public function _ clone() {
$t hi s->i nst ance = ++sel f:: $i nst ances;

}

$test = new ny_cl ass3;
$test2 = clone S$test;
echo $test->instance;
echo "<br />\n";

echo $test2->i nstance;
?>

Output:

1
2

Note that we are not overriding the cloning with our __clone() method. Think of it as afixup that
is called after the actual copy has been done.

-23-



Slide 22/113

Comparing Objects

April 19 2005

Y ou can compare objects using == and ===.

<?php
cl ass sone_cl ass {
public $var = 'foo';
}
$a = new sone_cl ass;
$b = $a;
$c = clone $a;
$d = cl one $a;
$d->var = 'bar';

var _dunp($a==$b); echo '<br />';

var _dunmp($a===$b); echo '<br />';

var _dunmp($a==%$c); echo '<br />';

var _dunp($a===%c); echo '<br />';

var _dunmp($a==%$d); echo '<br />';

var _dunmp($a===%$d); echo '<br />';
2>

Output:

true
true
true
fal se
fal se
fal se

-24-
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<?php

class Reflection { }

interface Reflector { }

cl ass Refl ecti onException extends Exception { }

cl ass Refl ectionFunction inplenents Reflector { }
cl ass ReflectionParanmeter inplenents Reflector { }
cl ass Refl ecti onMet hod extends ReflectionFunction { }
class ReflectionC ass inplenents Reflector { }

cl ass ReflectionChject extends ReflectionC ass { }
class ReflectionProperty inplenents Reflector { }
cl ass Refl ectionExtension inplenments Reflector { }
?>

Using this APl you can poke things to see how they are put together. For example, using
ReflectionClass you can look at a class:

<?php
class ny_test class {
public $varl = 'foo';
private $var2 = 'bar';

function _ construct() {
echo $this->varl
}
}
echo "<pre>";
Ref | ection::export(new ReflectionC ass('my_test _class'));

echo "</ pre>";
?>

Output:

Class [ class ny_test _class ] {
@/ User s/ rasnus/ phpweb/ pres2/ di spl ay. php(1676) : eval ()'d
code 2-8

Constants [0] {
- Static properties [0] {
- Static nethods [0] {

- Properties [2]
Property [ public $varl ]
Property [ private $var2 ]

- Met hods [1]
Met hod [ public nethod _ construct {
@@/ User s/ rasnus/ phpweb/ pres2/ di spl ay. php(1676)
eval ()'d code 5 - 7
}

}
}

We can of course also use Reflection to look at the ReflectionClass

<?php
echo "<pre>";
Ref | ection::export(new Reflectiond ass(' ReflectionC ass'));
echo "</ pre>";

?2>

Output:
Class [ class ReflectionC ass inmplenments Reflector ] {
- Constants [0] {
-25-



}

Static properties [0] {

Static nethods [1] {
static public nethod export ] {

Met hod |
}

Properties [1]
public $nanme ]

Property [

Met hods [38] {

Met hod [
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

Met hod |
}

final

private

method _ clone ] {

public nethod _ construct ] {

publ i c nethod

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

met hod

met hod

met hod

met hod

met hod

met hod

met hod

met hod

met hod

met hod

met hod

met hod

met hod

met hod

met hod

met hod

met hod

_toString ] {

get Narme ]| {

islnternal ] {

i sUserDefined ] {

islnstantiable ] {

getFileNane | {

getStartLine ] {

get EndLine ] {

get DocComent | {

get Constructor | {

hasMet hod | {

get Method | {

get Met hods ] {

hasProperty ] {

getProperty ] {

getProperties | {

hasConstant ] {

get Constants | {

- 26 -



Met hod [  public nethod getConstant ] {

;\/bt hod [ public nethod getlinterfaces ] {

Method [  public nethod isinterface ] {

Method [ public nethod isAbstract ] {

;\/bt hod [ public nmethod isFinal ] {

Method [ public nmethod getModifiers | {

Method [ public nethod islnstance | {

;\/bt hod [ public nethod newi nstance ] {

Method [  public nmethod getParentd ass | {

Method [  public nmethod isSubclassOf | {

;\/bt hod [ public nethod getStaticProperties ] {
Method [  public nmethod get StaticPropertyValue ] {
Method [  public nmethod setStaticPropertyVvalue | {
;\/bt hod [ public nethod getDefaultProperties | {
Method [ public nmethod islterateable | {

Method [  public nmethod inplementsinterface | {
;\/bt hod [ public nethod get Extension ] {

Met hod [  public nmethod get Ext ensi onNane | {

We saw that ReflectionClass implements the Reflector interface.

<?php
echo "<pre>";
Refl ection::export(new Reflectiond ass(' Reflector'));
echo "</ pre>";

?>

Output:

Interface [ interface Reflector ] {

- Constants [0] {
}
- Static properties [0] {

- 27 -



- Static nethods [1] {
Method [ abstract static public method export | {

- Properties [0] {

- Met hods [1]
Method [ abstract public nmethod __toString ] {

}

Or we can have alook at PHP's internal Exception class.

<?php
echo "<pre>";
Ref |l ection:: export(new Reflectiond ass(' Exception'));
echo "</ pre>";

?>

Output:

Class [ class Exception ] {

Constants [0] {

- Static properties [0] {

}

- Static nethods [0] {

}

- Properties [6] {
Property [ protected $nessage ]
Property [ private $string ]
Property [ protected $code ]
Property [ protected $file ]
Property [ protected $line |
Property [ private $trace ]

}

- Methods [9] {
Method [ final private method _ clone ]| {

Met hod [ met hod _ construct ] {
- Paraneters [2]

Paranmeter #0 [ $nessage ]
Paraneter #1 [ $code ]

}
}
Method [ final public nethod get Message | {
}
Method [ final public nethod getCode | {
}

Method [ final public nethod getFile ] {
}

Method [ final public nethod getLine ] {
}

Method [ final public nethod getTrace ] {
}

- 28 -



Method [  final public nethod getTraceAsString ] {
}

Method [ public nmethod _ toString ] {
}

-29-
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<?php
echo "<pre>";
print_r(streamget_ wappers());
print_r(streamget filters());
print_r(streamget _transports());
echo "</ pre>";

?>
Output:
Array
(
0] => php
1] => file
2] => http
3] => ftp
4] => conpress.zlib
5] => https
6] => ftps
)
Array
(
0] => string.rot13
1] => string.toupper
2] => string.tol oner
3] => string.strip_tags
4] => convert.*
5] => convert.iconv.*
6] => zlib.*
)
Array
(
0] =>tcp
1] => udp
2] => unix
3] => udg
4] => ssl
5] => sslv3
6] => sslv2
7] => tls
)
Examples
<?php

readfil e("php://filter/read=string.toupper/resource=http://ww. exanpl e.cont');

$fp = fopen("conpress.zlib://foo-bar.txt.gz", "wh");

$httpsfile =
file_get_contents("https://ww. exanpl e. com foo.txt");

$sock = fsockopen("ssl://secure.exanple.conl, 443, S$errno,

$errstr, 30);

72>

stream_copy_to_stream

<?php

$src = fopen(' http://ww. exanpl e.com,'r');
$dest1l = fopen('firstlk.txt',"w);

$dest2 = fopen(' remninder.txt','w);

stream copy_to_stream($src, $destl, 1024);

stream copy_to_strean($src, $dest?2);
2>

file_put_contents

<?php -30-



$stream = fopen($url,'r');
$dest1 = fopen(’ f|rst1ktxt W)
stream copy_to_st rean( $st ream $dest 1, 1024);

file_put_contents('renainder.txt’ $st ream;
7>

-31-
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SQL Interface for flat files!

Example

<?php

@xec('rm/tnp/lb.db");

$db = sqglite_open('/tnp/lb.db', 0666, $sqliteerror);

if ($db) {
sqlite_query($db, 'CREATE TABLE foo (bar varchar(10))');
sglite_query($db, "INSERT |INTO foo VALUES ('fnord')");

$resul t sglite_query($db, ' select bar fromfoo');
$record sglite_fetch_array($result);
echo "<pre>"; print_r($record); echo "</pre>";
} else {
die ($sqliteerror);
}

?>

Output:
Array

[0] => fnord
[bar] => fnord

-32-
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SQLite i

Same thing with the OO interface
Example

<?php
$db = new sqlite _db(':menory:');

$db- >quer y(" CREATE TABLE foo(cl date, c2 tine, c3

varchar (64))");

$db- >quer y(" I NSERT | NTO foo VALUES ('2002-01-02', '12:49:00',
NULL) ") ;

$r = $db->query("SELECT * from foo");

$result = $r->fetch_array();
2>

-33-
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With PHP5's solid XML support and improved internal OOP support, Web Services are now a
natural fit for PHP. Most people seem to think of SOAP when we say Web Services, so hereisthe
obligatory SOAP example:

<?php
$amazon_i ndex = array(
"DVD, 'Photo', 'Electronics', 'OficeProducts',
' Heal t hPer sonal Care',
"Toys', 'Baby', 'VideoGanes', 'MusicTracks',
' Qut door Living',
‘Bl ended', ' Musicallnstrunents', 'Magazines',
"Digital Music',
"Jewelry', 'Video', 'Tools', 'PCHardware', 'SportingGoods',

"Classical', 'Software', 'Books', 'VHS , 'Wreless',
' Rest aurants',
"Music', 'GournetFood' , 'Mscellaneous', 'Kitchen'

"Wrel essAccessories',
"Merchants', 'Beauty', ' Apparel

);

functi on amazon($i ndex, $keywords, $tinmeout=7200) {
$dest _file = "/tnp/aws_{$i ndex}_". md5( $keywor ds) ;
if(file_exists($dest file) && filentine($dest _file) >
(time()-$tineout)) {
$result = unserialize(file_get _contents($dest file));
} else {
$aws = new SoapCient (' http://webservices. anmazon. com

" AWBEConmrer ceSer vi ce/ US/ AWSEConmer ceSer vi ce. wsdl ',
array("trace" => 1));

$result = $aws->ItenSearch(array(
" Subscri ptionl d' =>" XXXXXXXXXXXXXX'
' Associ at eTag' =>' | erdor f-20',
' Request' =>array(array(' Searchl ndex' =>$i ndex,

' Keywor ds' =>$keywor ds))
)

)

$tnpf = tenpnan('/tnp',' YW8);
file_put_contents($tnpf, serialize($result));
rename( $t npf, $dest _file);

return $result;

}

?>
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<?php
function Add($x, $y) {
return $x+$y;

$server = new
SoapServer(null,array('uri'=>"http://test-uri/"));
$server - >addFuncti on(" Add") ;

$server->handl e();

?>

Or usingaWSDL.:

<?php
function Add($x, $y) {
return $x+3y;

$server = new SoapServer ("./add.wsdl"));
$server - >addFunct i on(" Add") ;

$server->handl e();
2>

add.wsdl

<?xm version="1.0" ?>

<definitions

xm ns: SOCAP- ENV="ht t p: / / schemas. xnl soap. or g/ soap/ envel ope/ "
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

xm ns: SOAP- ENC="ht t p: / / schemas. xnl soap. or g/ soap/ encodi ng/ "
xm ns: si ="http://soapinterop. org/xsd"

xm ns:tns="http://1ocal host/~rasnus/ pecl/soap/test.wsdl"
xm ns: soap="http://schemas. xm soap. or g/ wsdl / soap/ "

xm ns: wsdl ="http://schemas. xm soap. org/ wsdl /"

xm ns="http://schemas. xm soap. or g/ wsdl /"

t ar get Nanespace="htt p://| ocal host/ ~rasmnus/ pecl / soap/t est.wsdl ">

<t ypes>
<xsd: schema
t ar get Nanespace="htt p://| ocal host/ ~rasmnus/ pecl / soap/t est.wsdl ">
<xsd: i nport
nanespace="http://schemas. xm soap. or g/ soap/ encodi ng/" />
<xsd: i nmport nanmespace="http://schemas. xm soap. org/ wsdl /"
/>
</ xsd: schema>
</types>

<message nanme="AddRequest">
<part nanme="x" type="xsd: double" />
<part name="y" type="xsd: double" />
</ message>
<nmessage nane="AddResponse" >
<part name="result" type="xsd: double" />
</ message>

<port Type nane="Test Servi cePort Type" >
<oper ati on name="Add" >
<i nput nessage="tns: AddRequest" />
<out put message="tns: AddResponse" />
</ oper ati on>
</ port Type>

<bi ndi ng nanme="Test Ser vi ceBi ndi ng"
type="t ns: Test Servi cePort Type" >
<soap: bi ndi ng styl e="rpc"
transport="http://schemas. xnl soap. org/ soap/ http" />
<operation nanme="Add" >
<soap: operati on soapAction="Add" style="rpc" />
<i nput >
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<soap: body use="encoded"

encodi ngStyl e="htt p://schenmas. xnm soap. or g/ soap/ encodi ng/ "/ >
</i nput >
<out put >
<soap: body use="encoded"

encodi ngStyl e="htt p://schemas. xnl soap. or g/ soap/ encodi ng/ "/ >
</ out put >
</ oper ati on>
</ bi ndi ng>

<servi ce name="Test Service">
<port nane="Test ServicePort"
bi ndi ng="t ns: Test Servi ceBi ndi ng" >
<soap: addr ess
| ocati on="http://|ocal host/~rasnus/ pecl / soap/ soap_server. php"/>
</ port >
</service>

</definitions>
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SOAP makes my head hurt. Let'slook at some stuff we can all actually understand instead.

Take apinch of RSS

<?php

$url = '"http://buzz. yahoo. com f eeds/ buzzover!|.xm';

$xm = sinplexm _|oad file($url);

foreach($xm - >channel ->itemas $item {
$ret[(string)$item>title] = (string)$item>link

echo "<pre>"; print_r($ret); echo "</pre>";
?>

Output:
Array

[1. Britney Spears] =>
http://search. yahoo. conf sear ch?p=brit ney+spear s&s=hz

[2. Boston Marathon] =>
http://search. yahoo. com sear ch?p=bost on+mar at hon&cs=bz

[3. 50 Cent] =>
http:// search. yahoo. conf sear ch?p=50+cent & s=bz

[4. Mariah Carey] =>
http://search. yahoo. conf sear ch?p=mari ah+car ey&cs=bz

[5. Jennifer Lopez] =>
http://search. yahoo. con sear ch?p=j enni f er +| opez&cs=bz

[6. Utinmte Fighting Chanpi onship] =>
http://search. yahoo. com sear ch?p=ul ti mat e+f i ghti ng+chanpi onshi p&cs=bz

[7. G ara] => http://search. yahoo. com search?p=ci ar a&cs=bz

[8. Lindsay Lohan] =>
http://search. yahoo. conf sear ch?p=l i ndsay+l ohan&cs=bz

[9. Geen Day] =>
http://search. yahoo. com sear ch?p=gr een+day&cs=bz

[10. Eninenm =>
http://search. yahoo. conl sear ch?p=em nem&cs=bz

[11. Star Wars] =>
http://search. yahoo. com sear ch?p=st ar +war s&cs=bz

[12. Jesse McCartney] =>
http://search. yahoo. com sear ch?p=j esse+ntcart ney&cs=bz

[13. Usher] =>
http://search. yahoo. com sear ch?p=usher &s=bz

[14. OGmen Stefani] =>
http://search. yahoo. conl sear ch?p=gwen+st ef ani & s=bz

[15. Akon] => http://search. yahoo. com sear ch?p=akon&cs=bz
)

Add a spoonful of REST

<?php
$srv =
"http://api.search. yahoo. com | mageSear chServi ce/ V1/i nageSear ch'
foreach($ret as $key=>$link) {

$url = $srv . "?query=$key&appi d=RESTDenpo";

$obj sinmplexm load file($url);
}

?>

A thimble of gradeschool math

x"2/ar2 + ynr2/br2 = 1

And we end up with something like this

http://buzz.progphp.cor]
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http://buzz.progphp.com

By the way, throwing a cache layer between you and whatever remote service you are accessing
tendsto beagood idea. Inour case we can doit likethis:

<?php

$tnp = '"/tnp/'.md5(%$q);

if(!file_exists($tnp) || filemtinme($tnp) < (tinme()-7200)) {
$strean1— fopen($ur| r');
$t npf t enpnand(’ an, W%)

file put _cont ent s( $t npf, $stremﬁ;
fcl ose($stream;
r ename( $t nmpf, $tnp);

}
$obj = sinplexm load file(file_get contents($tnp));
?>
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e REST services from Y ahoo! i
0 Web Search
0 Web Search with Context
0 Creative Commons Web Search
0 News Search
0 Image Search
0 Loca Search
0 Video Search
0 Context Extraction Service
0 Context Extraction Service
Par anet er Val ue
Descri ption
appi d string (required) The application ID. See
Application IDs for nore information.
cont ext string (required) The context to extract terms from
(UTF- 8 encoded).
query string An optional query to help with
the extraction process.
Example
<?php
$context = "Italian scul ptors and painters of the renai ssance
favored the Virgin Mary for inspiration."”;
$url =
"http://api.search. yahoo. com Cont ent Anal ysi sServi ce/ V1/ternmExtracti on'
$post =

"quer y=madonna&appi d=RESTDenp&cont ext =". rawur | encode( $cont ext);
$ch = curl _init();

curl _setopt ($ch, CURLOPT_URL, $url);

curl _setopt ($ch, CURLOPT_RETURNTRANSFER, 1);

curl _setopt ($ch, CURLOPT_POCST, 1);

curl _setopt ($ch, CURLOPT_POSTFI ELDS, $post);

$xm = sinplexm load_string(curl_exec($ch));

curl _cl ose($ch);

$config = array('indent' =>TRUE, 'indent-attributes' =>TRUE
"wrap-attributes' =>TRUE, ' i nput -xm ' =>TRUE

" out put - xm ' =>TRUE)

echo nl 2br (str_repl ace(’

', ' &nbsp; "', htnl special chars(tidy parse_string($xm ->asXM.(), $config))));
?>

Output:

&l t; ?xm &nbsp; ver si on=&quot ; 1. 0&quot ; &bsp; encodi ng=&quot ; ut f - 8&quot ; ?&gt ;

&l t; Resul t Set &bsp; xm ns: xsi =&quot ; htt p: // www. w3. or g/ 2001/ XM_Schera- i nst ance&quot ;
&nbsp; &bsp; &nbsp; &nbsp; &bsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &bsp; xm ns=&quot ; ur n: yahoo:
&nbsp; &nbsp; &nbsp; &bsp; &nbsp; &nbsp; &nbsp; &bsp; &nbsp; &nbsp; &bsp; xsi : schemalLocat i on=&qL

&nbsp; &bsp; & t; Resul t &gt ; i t al i an&nbsp; scul ptorsé&l t; / Resul t &gt ;

&nbsp; &nbsp; & t; Resul t &gt ; vi r gi n&nbsp; mary& t;/ Resul t &gt ;

&nbsp; &bsp; & t; Resul t &gt ; pai nters&l t;/ Resul t &gt ;

&nbsp; &bsp; & t; Resul t &gt ; r enai ssanceé&l t;/ Resul t &gt ;

&nbsp; &nbsp; & t; Resul t &gt ;inspiration& t;/ Resul t &t ;

& t;/ ResultSet &gt ;

& t;!--&nbsp; ws02. sear ch. scd. yahoo. com&nbsp; unconpr essed/ chunked&nbsp; Tue&nbsp; Apr &nbsp;
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New Image Filtering

April 19 2005

<?php
header (' Content-type: image/jpeg');
$i = imagecreatefronj peg('carl.jpg');
i mgefilter($i, | M5 FILTER NEGATE)
i magej peg($i);
?>
Origind

IMG_FILTER NEf
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IMG_FILTER_BRIGHTNESS

=
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IMG_FILTER_CONTRAST




IMG_FILTER_COLORIZE




IMG_FILTER_EDGEDETECT
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FILTER_EMBOSS

- 47 -






IMG_FILTER_SELECTIVE_BLUR
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IMG_FILTER_MEAN_REMOVAL
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IMG_FILTER_SMOOTH
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Agenda

Security

Meet Dewie the turtle!

-53-



Brought to us by our friends at the FTC http://www.ftc.gov/infosecurity/



Slide 33/113 W . April 19 2005
orries

Indirect Attacks

* XSS - Cross-site scripting attacks
* Spoofing

Direct Attacks

* Buffer Overflows

* Path tricks

* Application logic attacks
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Overflows

It is a bit difficult to talk about buffer overflows because we tend to fix them as soon as we
discover them. But some overflows we have hit in the past include problems in:
serialize/unserialize
pack/unpack
jpg agorithm
exif header field overflows
There isaso acurrent issue in most libc realpath() calls that is troublesome.

(0]
(0]
(0]
(0]

realpath man page

REALPATH( 3) FreeBSD Li brary Functions Manua
REALPATH( 3)

NANVE
real path - returns the canonicalized absol ute pathnane

LI BRARY
Standard C Library (libc, -1lc)

SYNCPSI S
#i ncl ude <sys/param h>
#i ncl ude <stdlib. h>

char *
real pat h(const char *pathnane, char
resol ved_pat h[ MAXPATHLEN] ) ;

DESCRI PTI ON

The real path() function resolves all synbolic |inks,
extra “°/'' charac-

ters and references to /./ and /../ in pathnane, and
copies the resulting

absol ute pathnanme into the nenory referenced by
resol ved _path. The

resol ved_path argunment nust refer to a buffer capabl e of
storing at |east

MAXPATHLEN char act er s.

The real path() function will resolve both absol ute and
relative paths and

return the absol ute pat hname correspondi ng to pat hnamne.
Al but the I|ast

conponent of pathname nust exi st when realpath() is
cal | ed.

RETURN VALUES
The real path() function returns resol ved_path on success.
If an error
occurs, realpath() returns NULL, and resol ved path
contai ns the pathnane
whi ch caused the probl em

ERRORS

The function realpath() may fail and set the externa
vari able errno for

any of the errors specified for the library functions
chdir(2), close(2),

fchdir(2), Istat(2), open(2), readlink(2) and getcwd(3).

CAVEATS

This inplenmentation of realpath() differs slightly from
the Solaris
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i mpl ementation. The 4.4BSD version al ways returns
absol ut e pat hnanes,

whereas the Solaris inplenmentation will, under certain
ci rcumst ances,

return a relative resolved path when given a relative
pat hnare.

SEE ALSO
get cwd( 3)

H STORY
The real path() function call first appeared in 4. 4BSD.

Imagine this C code

#def i ne DOCROOT "/ home/y/ share/ ht docs"
#define SCRIPT "nmy_script”

int len = sizeof ( DOCROOT)
+ si zeof (SCRI PT);
+ strlen(user _input);

char path = (char )malloc(len+l);
char safe_pat h[ MAXPATHLEN] ;

snprintf(path, len, "s/s/%", DOCROOT, user_input, SCRIPT);
i f(real path(path, safe_path)) {

DR *dir = opendir(safe_path);
}

Problem code in FreeBSD realpath.c

resolved |l en = strlcat(resol ved, next_token, PATH MAX);
if (resolved_|l en >= PATH MAX)

errno = ENAMETOCLONG

return (NULL);

It makes sure we never get a string back longer than PATH_MAX, but the silent strlcat truncation
of the tokenized source path is a big problem!
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Dumb things

Don't do dumb things!

<?php
systen{$user _data);
?>

<?php

i ncl ude "$pat h/ $user _dat a";
?>
<?php

eval ($user_dat a);
?>

Others
preg_replace with /e option, exec(), popen(), passthru, and backticks ™
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Input Filtering - Current

Security in aweb application boils down to always checking any user-supplied input data.
Exploits

readfile($filename)
system($cmd)

file uploads into document_root
0 XSS- Cross Site Scripting hacks

Input Filter hook

o O O

PHP_M NI T_FUNCTI ON(ny_i nput_filter)
{

sapi _register_input_filter(ny_sapi _input_filter);
return SUCCESS;

For a complete example, see README.input_filter in the PHP 5 source distribution. For PHP4,
you will have to patch your source with http://lerdorf.com/php/input_filter.txt
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|nput Filtering - Future

Nobody is going to use that hook! People don't seem to understand how to filter their input.
Well need to spoonfeed again.

API?
<?php
$nanme = filter(POST, 'name'); /[ Default filter /
$age = filter(POST, 'age', PFILT_I NTEGER)
$addr = filter(POST, 'addr', PFILT_TEXT, 'UTF-8');
?>
Config

input _filter.default = FILTER TEXT
Strip or Escape?

abc; 123{ def}

abc 123 def
abc3B1237Bdef %D
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Agenda

Large Development Teams

Make sure your infrastructure is solid before you start
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0 75 properties
0 25international portals
0 15 Languages
0 Hundreds of millions of registered users
0 Literaly billions of page views per day
0 Hundreds of engineers spread around the world
Merger of 24 Web Companies
Net Controls Fourll Classic Games
ViaWeb WebCal Yoyodyne
Sportacy Hyperparallel Log-Me-On
Geocities Encompass Online Anywhere
Broadcast.com MyQuest Arthas.com
eGroups Kimo Sold.com
Launch Media Hotlobs Inktomi
Overture 3721 Kelkoo

Make that 27 now with FareChase, MusicM atch and Flickr
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Development Tools

Revision control - CVS, SVN, Perforce, Bitkeeper
Mailing Lists

Twikis, Personal Pages

Bug tracking - Bugzilla

Regression Testing - phpt, phpunit

O O 0O O o
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PHPT isasimple test framework for PHP.
hello.phpt

--TEST- -
Hello World test
--FI LE--
<?php
echo "Hell o Worl d";
7>
- - EXPECT- -
Hello World

filter.phpt

- - TEST- -
Input Filter test
--SKIPI F- -
i f(!extension_|l oaded('input_filter')) print "skip";
- - POST- -
a=<b>1</ b>
--CGET--
b=<i >2</i >
--FI LE- -
<?php
echo $_PCST['a'];
echo $_GET['b'];
?2>

- - EXPECT- -
12

phpt output

TI ME START 2003-10-15 10:19: 50

PASS Hello World test [hello.phpt]
PASS Input Filter test [filter. phpt]

Nunber of tests : 2

Tests ski pped 0 ( 0.0%
Tests war ned : 0 ( 0.0%
Tests fail ed 0 ( 0.0%
Tests passed 2 (100. 0%
Ti me taken 0 seconds

phpt failed test output

TI ME START 2003-10-15 10: 32: 48

PASS Hello World test [hello.phpt]
FAIL Input Filter test [filter.phpt]

Nunber of tests : 2
Tests ski pped : 0 ( 0.0%
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Tests war ned : 0 (
Tests fail ed : 1 (50.0%
Tests passed 1 (

Sone tests failed and a conplete report has
been saved to /tnp/php _test results 20031015.t xt

failed test detailed output

--TEST- -
YIV test
--SKI PI F- -

i f(!extension_|loaded('input_filter')) print "skip";

- - POST- -

a=<b>1</ b>

--CET--

b=<i >2</i >

--FI LE- -

<?php
echo $_PCST['a'];
echo $_GET['b'];

?>

- - EXPECT- -

12

---- EXPECTED QUTPUT
12

---- ACTUAL QUTPUT
12

---- FAILED

PHPT Sections

--TEST--

~-SKIPIF--
--POST--

--GET--

~-INI--

~-FILE--
--EXPECT--
--EXPECTF--
--EXPECTREGEX--
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php code which prints " skip"

POST variables passed to test script

GET variables passed to test script

each line contains an ini setting e.g. foo=bar
the test script

the expected output from the test script
sscanf version of expected output

regex version of expected output
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Agenda

High Complexity Applications?
Only if you don't build them right
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Maximize Dev Resources

Be Lazy!

The greatest inefficiencies come from solving problems you will never have.
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Problem Solving Exercise

Create asimple hit counter that meets the following requirements:

0 Each Page has a separate counter
0  Hitsreporting should show hourly hit distribution over a 24-hour window
Where do we start? What do we need to solve this problem?
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Problem Solving Exercise
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Start Simple

<?php
$cnt _file = '/tnp/'.basename(_FILE ).'.cnt';;
$num = (int)@ile_get_contents($cnt_file);
$Snumt+;
file_put_contents($cnt_file, $num;
echo "File has been accessed $num ti mes";

7>

Output:

Fil e has been accessed 7 tinmes
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Problem Solving Exercise

Add Locking

<?php
$cnt _file = '"/tnp/'.basename(_FILE )."'.cnt';
$fp = fopen($cnt _file, "'r+");
flock($fp, LOCK EX);
$num = (int) @gets($fp);
$numt+;
rew nd($fp);
fputs($fp, $num;
flock($fp, LOCK_UN)
fcl ose($fp);

echo "File has been accessed $numti nes";
7>

Output:

File has been accessed 8 tines
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Problem Solving Exercise

How About this?

<?php
$cnt _file = '/tnp/'.basenanme(_FILE )."'.cnt';
$fp = fopen($cnt_file, "a');
fwite($fp,'.");
fclose($fp);
$num = filesize($cnt_file);
echo "File has been accessed $numtines";

?>

Output:

Fil e has been accessed 2 tines
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Problem Solving Exercise

April 19 2005

How About this?

<?php
$cnt _file = '/tnp/'.basename(_FILE ).'.cnt';;

$fp = fopen($cnt_file, '"a');

fwite($fp,chr(65+date('H)));

fclose($fp);

$num = filesize($cnt_file);

echo "File has been accessed $num ti nes";
?>

Output:

Fil e has been accessed 2 tines
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Problem Solving Exercise
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Fancy Output

<?php

$cnt f|Ie

= ' /tnp/ count5. php. cnt’

$fp = fopen($cnt _file, al);
fwrlte($fp,chr(65+date( H)))
fcl ose($f p);

$hits =

ile_get_contents($cnt_file);

$total = strI en($hits);
$distribution = count_chars($hits);
$distribution = array_slice($distribution, 65,24);

requi re 'l mage/ G aph/ Si npl e. php' ;

$G aph =
800, 600, Image Graph Pl ot _Snoot hed _Area', $distribution,

Inage G aph_Sinmpl e: : factory(

"Hits per Hour' gray', 'blue@.5',

array(’

/usr/share/fonts/ Verdana. ttf' ,12)

$&r aph- >done() ;

?>

Output:

Hits per Hour

12 3 45 6 7 8 9 10 11 12 1

7 18 19 20 21 22 23
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Outside-in and Inside-out view

0  What do outsiders (users) see looking in?
0 What do insiders (developers) see looking out?

Qutside-in

0 TheURL - The API to your Web App
0 Userinterface flow

| nside-out

File Layout

Separation of layout from business logic
Application AP

Server Architecture and Load Balancing

o O O O
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- URL API i

http://ww. exanpl e. coni a/ b?c=1&d=2

/alb iswhat we are looking for

?2c=1&d=2 are optional modifiers
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$PATH_INFO isyour friend when it comes to creating clean URLS. Take for example this URL:
http://ww. conpany. conl product s/routers
If the Apache configuration contains this block:
<Location "/products">
ForceType application/x-htt pd-php
</ Locati on>

Then all you haveto do is create a PHP script in your DOCUMENT _ROOT named 'products and
you can use the $PATH_INFO variable which will contain the string, /routers, to make a DB

query.
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ErrorDocument

Apache's ErrorDocument directive can come in handy. For example, this line in your Apache
configuration file:

Error Docunent 404 /error. php

Can be used to redirect al 404 errors to a PHP script. The following server variables are of
interest:

$REDIRECT_ERROR_NOTES - File does not exist: /docroot/bogus
$REDIRECT_REQUEST_METHOD - GET

$REDIRECT_STATUS- 404

$REDIRECT_URL - /docroot/bogus

Don't forget to send a 404 status if you choose not to redirect to areal page.

o O O O

<? Header (' HTTP/ 1.0 404 Not Found'); ?>

Interesting uses

0 Search for closest matching valid URL and redirect
0 Useattempted url text asa DB keyword lookup
0 Funky caching
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ool!

Super-cool Dynamic Image Generator
Want to be cooler than all your friends? Well hereit sl

First, set up an ErrorDocument 404 handler for your images directory.

<Di rectory /hone/ doc_root/i mages>
Error Docunent 404 /i mages/ gener at e. php
</Directory>")

Then generate.php looks like this:

<?php
$fi 1l enane = basename($ SERVER[' REDI RECT_URL']);
if(preg_match(' /([ "2 ([ ]2\.(.?2)%/", $fil enane,
$reg)) {

$type = $reg[1];

$text = $reg[2];

$rgb = $reg[3];

$ext = $reg[4];

if(strlen($rgb) =6) {
$r = hexdec(substr($rgb 0,2));
$g = hexdec(substr($rgb, 2,2));
$b = hexdec(substr($rgb, 4,2));
} else $r = $g = $b = 0O;

switch(strtol ower ($ext)) {

case 'jpgd'
Header (" Cont ent - Type: inage/jpg");
br eak;

case 'png'

case 'gif': / W don't do gif - send a png instead /
Header (" Cont ent - Type: i nmage/ png");
br eak;

def aul t:
br eak;

3

}

switch($type) {

case 'solid'
$i m = i magecr eat et ruecol or (80, 80);
$bg = inmmgecol oral |l ocate($im $r, $g, $b);
i magefill edrectangl e($i mO0, 0, 80, 80, $bg) ;
br eak;

case 'button'
$si = 32; $font = "php";
$i m = i magecr eat ef ronpng(' bl ank_wood. png' ) ;
$tsize = i maget t f bbox($si, 0, $f ont, $text);
$dx = abs($tsize[2]-$tsize[0]);
$dy = abs($tsize[5]-$tsize[3]);

$x = ( imagesx($im - $dx ) / 2;
= ( imagesy($im - $dy ) / 2 + $dy;
$mh|te = | mageCol or Al | ocat e( $i m 255, 255, 255) ;

$bl ack = I mageCol or Al | ocat e( $i m $r, $g, $b);

| mageTTFText ($im $si, 0, $x, By, $white, $font, S$text);

| mageTTFText ($im $si, 0, $x+2, $y, $white, $font, S$text);

| mageTTFText ($im $si, 0, $x, $y+2, $white, $font, $text);
s | mageTTFText ($im $si, 0, $x+2, $y+2, $white, $font,
text);

| mageTTFText ($im $si, 0, $x+1, $y+1l, $bl ack, $font,
$text);

br eak;

}
Fbader("HTTP/l.l 200 OK");
$dest _file =
di rname($_SERVER[' SCRI PT_FI LENAME' 1) .' /' . $fil ename;
smntch(strtolomer($ext)) {
case 'png'
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case 'gif':
@ magePNG( $i m $dest _file);
| magePNGE $i n) ;
br eak;
case 'jpg':
@ mageJPEG( $i m $dest _file);
| mageJPEG( $i m ;
br eak;

}

?>

The URL, http://localhost/images/button_test 000000.png produces this image:

test

-79 -



Slide 55/113 April 19 2005

Funky Caching

An interesting way to handle caching isto have all 404's redirected to a PHP script.
Error Docunment 404 /generate. php

Then in your generate.php script use the contents of $SREDIRECT_URI to determine which URL
the person was trying to get to. In your database you would then have fields linking content to the
URL they affect and from that you should be able to generate the page. Then in your generate.php
script do something like:

<?php
$s = $REDI RECT_UR
$d = $DOCUMENT_ROCT;

/1 determ ne requested uri

$uri = substr($s, strpos($s,$d) + strlen($d)+1);

ob_start(); // Start buffering output

/1 ... code to fetch and out put content from DB

$data = ob_get _contents();

$f p = fopen(" $DOCUVENT_ROOT/ $uri ™,  w );

f put s( $f p, $dat a) ;

fclose($fp);

ob_end_flush(); // Flush and turn off buffering
?>

So, the way it works, when a request comes in for a page that doesn't exist, generate.php checks
the database and determines if it should actually exist and if so it will create it and respond with
this generated data. The next request for that same URL will get the generated page directly. So
in order to refresh your cache you simply have to delete the files.
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Slide 56/113 FileLL ayout

Keep it simple!
0 All files (.html/.php/.inc) with HTML under $DOC_ROOT
0 All non-HTML files, somewhere else

No direct accessto .inc

<Files ~ "\.inc$">
Order all ow, deny
Deny fromall
</Fil es>
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App Architecture

A suggested architecture for a PHP application. The template layer should have as little business
logic as possible. Asyou go down you have |ess presentation and more business |ogic.

HTML Templates

$DOCUMENT_ROOT/*.html

Template Helpers
$DOCUMENT_ROOT /*.inc

I18N/L10N Business Logic

Jusr/flocal/php/*.inc

Main Business Logic
Jusr/local/php/*.inc

C/C++ Core Code
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Simplistic Example

In terms of area-world example of what goes in these 4 different layers, assume we are writing a
database-backed application that needs to fetch a user record containing various fields. Thisisa
very common thing to do in aweb app. Our template layer might look something like this:

php.ini

auto_prepend_file = "./hel pers.inc"
include_path = "/usr/local/lib/php"

Template Layer

<?title(' Exanpl e Page') ?>
<?greeting()?>
<hl>Headi ng 1</ h1>
<p>
Page cont ent
</ p>
<hl>Headi ng 2</h1>
<p>
Yada Yada
</ p>
<hl>Headi ng 3</hl>
<p>
Page cont ent
</ p>
<?footer()?>

Template Helpers

<?php
include "logic.inc";
echo ' <?xml version="1.0" encodi ng="UTF- 8" ?>'
?>
<! DOCTYPE ht m
PUBLIC "-//WBC//DTD XHTML 1.0 Strict//EN'
"http://ww. w3. org/ TR/ xhtm 1/ DTDY xht m 1-strict.dtd">
<htm  xm ns="http://wmv w3. org/ 1999/ xhtm "
xm : 1 ang="en" | ang="en">
<?php
$user = get_user_record($_COKIE['user_id']);
function greeting() {
gl obal $user;
echo "H " .S$user['first_name'] ."!<br />\n";
i f ($age=birthday(S$user)) {
echo "Congratul ations, today is your ";
echo "$age birthday! <br />\n";
}

function title(S$title)
echo "<head><title>$title</title></head>\n";
echo "<body>\n";

function footer() {
echo "</ body>\n</htm >";
}

Business Logic

<?php
function get_user_record($id) {
mysqgl _connect (' | ocal host');
mysqgl _sel ect _db(' users');
$res = nysql _query("select * fromusers where id="$id ");
if(!$res) echo nysql _error();
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el se $row = nysql _fetch_array($res);
return $row,

}
function birthday($user) {
if(strftinme('md')==strftime('md', Suser['bday']))
$age = strftime('Y') - strftinme('Y ,$user[' bday']);
i f(($agel00)>10 && ($agel00)<20) $ap="th';
el se switch($age%d0) ({
case 1: $ap "st'; break;
case 2: $ap = 'nd'; break;
case 3. $ap = 'rd'; break;
default: $ap = '"th'; break;

return $age. $ap;
el se
return fal se;

}

?>

In this case the final layer written in C contains the mysgl_* functions, and the date() function.
These happen to be standard PHP functions. If birthday() is called many times on every single
request and since how you figure out if it is someone's birthday is unlikely to change very often,
this may be a good candidate to trandlate into C. Although, in this example, the birthday function
is probably too simple to see much of a performance improvement. On the other hand, other than a
little bit of added parameter parsing, if you compare the C version of birthday() to the PHP
version, it isn't that much harder to writeitin C.

C Layer

PHP_FUNCTI ON( bi r t hday)
{

time_t timestanp, now,

struct tmtal, tnbufl, ta2, tnbuf2;
int age;

char ret_age[ 8];

if (zend parse paraneters(l TSRM.S CC, "I", &tinmestanp) ==
FAI LURE)
return;

tal = php_localtime_r(&inmestanp, &t nbufl);
ti me(&ow;
ta2 = php_localtinme_r(&ow, &t nbuf?2);

i f(tnbufl.t m nday==t nbuf 2.t m nday &&
t nbuf 1. t m nmon==t mbuf 2. t m_non) {
age = tnbuf2.tmyear - tnbufl.tmyear;
i f((agel00)>10 && (agel00)<19)
sprintf(ret_age, "%t h", age);
el se switch(age % 10) {
case 1: sprintf(ret_age, "%lst", age); break;
case 2: sprintf(ret_age, "%lnd", age); break;
case 3: sprintf(ret_age,"%lrd", age); break;
defaul t:sprintf(ret_age, "%lth", age); break;

} else
RETURN_FALSE;

}
RETURN_STRI NG(r et _age, 1) ;
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For larger projects you want to be very careful when designing how the layers talk to each other.
| like to provide a very clean APl to the template layer and start each project by thinking about
what the ideal template should look like.

Poll Example

Let's design alittle application that allows people to answer a set of questions in various formats.
We want to make it really easy for our content people to create new polls and we want to provide
them with aflexible template API.

Poll Template

<?ph

start_poll (1);

$0s = array("FreeBsSD', "Li nux", "OSX", "W ndows", "CQt her");
?>

<p cl ass="purpose">

Pl ease answer a coupl e of questions for us.

</ p>

<p cl ass="question">

1. What is your nane?

</ p>

<?php text_answer (' nane', 64)?>

<p cl ass="question">

2. Wiich operating systens do you use on a daily basis?
</ p>

<?php sel ect _any_of ($0s) ?>

<p cl ass="question">

3. Which operating systemdo you prefer?

</ p>

<?php sel ect _one_of ($0s) ?>

<?php end_pol | (); ?>
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In our template helper layer we implement our frontend API.

Helper Layer

<! DOCTYPE HTM. PUBLIC "-//WBC// DTD HTML 4. 01//EN"
"http://www. w3.org/ TR htm 4/strict.dtd">
<htm >
<head>
<base href="http://php.net" />
<title>Questionnaire</title>
<style type="text/css" nedi a="screen">@ nport
"Ipoll/style.css";</style>
</ head>
<body>
<h3>Questi onnai r e</ h3>
<?php

require 'logic.inc';

function start_poll ($poll, $gn=1) {
gl obal $at | east_one_vote;

init($poll, $qn) ;

$at _| east _one_vote = fal se;

$sel f = getenv(' REQUEST _URI');

/1 consider adding a crunb here to prevent poll spoofing

echo <<<EOT
<f orm acti on="%$sel f" net hod="PCOST" >
<di v cl ass="nai n_box" >

ECT;

}

function end _poll () {
gl obal $at | east_one_vote;

i f(!$at_| east_one_vote) {
echo '<div align="center"><input type="submt"
val ue=" Submt Answers " /></div></form';
} else {
echo '<div align="center"><input type="submt"
val ue=" Change Answers "/></div></forne';

echo "</ div\n";

}

function sel ect_one_of ($choi ces) {
gl obal $id, $gn, $at_| east_one_vote;

if(!is_array($choices))
trigger_error("You nust pass an array to sel ect_one_of ()",
E_USER_ERROR);

/1l Grab the user's recorded answer to this question if any
$answer = voted($id, $qgn);
gtotal_votes_on_this_question = total _votes($id, $qgn);
i='a';
echo '<table class="resul ts">
f oreach($choi ces as $c) {
$checked = $answer ?i n_array($i, $answer): fal se;
echo "<tr><td><input type=\"radio\" name=\"qg[$qgn][]\"
val ue=\"$i\" ".($checked? CHECKED :'')."/> $c</td>";
i f($answer) {
$at _| east _one_vote = true;
$percentage = 100*(($v=(int)resul ts($id, $qn, $i))/
$total votes_on_this_question);
$ing = ($percentage) ?
("<img src="/poll/bline.gif" height="12" wi dth=""
(int)$percentage.'" />")
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echo "<td>&nbsp; $v of $total _votes_on_this_question (".
sprintf(".1f", $percentage).") </ td><td>
$ing</td></tr>\n";
} else {
echo "</tr>'

$i ++;

echo "</tabl e>\n";
$gn++;
}

function sel ect_any_of ($choi ces) {
gl obal $id, $qgn, %at_I| east_one_vote;

if(!is_array($choices))
trigger _error("You nust pass an array to select_any of ()",
E_USER ERROR) ;
/1l Grab the user's recorded answer to this question if any
$answer = voted($id, $qn);
$total _votes_on_this_question = total _votes($id, $qgn);
$i="a';
echo '<table class="resul ts">
f oreach($choi ces as $c) {
$checked = $answer?i n_array($i, $answer): f al se;
echo "<tr><td><input type=\"checkbox\" name=\"q[$gn][]\"
val ue=\"$i\" ".($checked? CHECKED :'"')."/> $c</td>";
i f($answer) {
$at _| east _one_vote = true;
$percentage = 100*(($v=(int)resul ts($id, $qn, $i))/
$total _votes_on_this_question);
$ing = ($percentage>0.0) ?
("<img src="/poll/bline.gif" height="12" w dth=""
(int)$percentage.'" />")

echo "<td>&nbsp; $v of $total votes_on_this_question (".
sprintf(".1f", $percentage).") </t d><t d>
$ing</td></tr>\n";
} else {
echo "</tr>'

$i ++;

echo "</table>\n";
$qn++;
}

function text_answer ($fiel d_nane, $l en) {
gl obal $id, $qgn

$answer = get _text_answer($id, $qn);

$size = (int)($len/2);
echo <<<ECT

<tabl e class="results">

<tr><td>

<input type="textfield" size="$size" maxl ength="3$l en"
name="t[ $gn]" val ue="$answer" />

</td></tr>

</tabl e>
ECT;

$qn++;
}?>
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Application Logic

SQL Schema

CREATE TABLE pol |l _votes (
user _nane varchar (32) binary NOT NULL default "'
poll _id smallint(6) NOT NULL default 'O,
question snmallint(6) NOT NULL default 'O0',
answer

set("","a","b","c","d","e","f","g","h", "i","

B o B o e T | A y","z"
NULL default ™",
text _answer varchar(255) binary NOT NULL default "',
PRI MARY KEY (user_nane, pol | _id, questi on)

) TYPE=Myl SAM

'j","k"
',"X","

3
=)
o

CREATE TABLE poll _results (
poll_id smallint(6) NOT NULL default 'O0O',
question smallint(6) NOT NULL default 'O0O',
answer char(1) NOT NULL default '',
text _answer varchar(255) binary NOT NULL default "'
votes int(11) NOT NULL default 'O,
I NDEX (pol | _id)
) TYPE=MyI SAM

Logic Layer

<?php

function db_connect () {
mysqgl _pconnect ("1 ocal host", "pol | _user", "password");
mysqgl _sel ect _db("polls");

function db_query($q) {
$res = nmysql _query($q);
if(1$res) {
trigger_error("db_query($q): ".nysqgl_error(),
E_USER ERRCR) ;

return $res;

}
function voted($poll, $question) {
gl obal $user;
$res = db_query("sel ect answer from poll_votes
wher e pol | _i d=$pol
and user nane=' $user'
and gquesti on=$question");
return nysql _numrows($res) ? nysql _result($res,0):false;
function total _votes($poll, $question) {

$res = db_query("sel ect sum(votes) as total from
poll _results
where pol |l _i d=$poll and
guesti on=$question");

return nysql _numrows($res) ? nysql _result($res,0):false;
function resul ts($poll, $question, $answer) {
$res = db_query("sel ect votes frompoll _results
wher e pol | _i d=$pol
and questi on=$question
and answer =$answer");

return nysql _numrows($res) ? nysql _result($res,0):false;
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function init($pol
$GLOBALS[ ' user' ]
$GLOBALS[ ' qn' ]
$GEOBALS['id']

$start_qgn = 1) {

$user = $ SERVER[' PHP_AUTH USER ] ;
$start _qgn;

$pol I';

db_connect ();

i f(getenv(' REQUEST METHOD ) =="POST") {
/1 check bread crunb here
foreach($_POST[' '] as $gn=>%answer) {
i f(($oanswer=voted($poll, $qgn))!==false) {
/1 if user already voted on this question, decrenent
old vote
$where = "where poll i d=$pol|l and questi on=$gn and
answer =$oanswer " ;
db_query("update poll _results set votes=votes-1
$where");
}

/1 MySQ 4.1 specific query
db_query("insert into poll _results
val ues ($poll, $gn, $answer, 1)
on duplicate key update set votes=votes+1");

/1 record user's [new] answer in poll _votes
db_query("replace into poll _votes val ues
(' $user', $pol |, $gn, $answer)");
}

}
}

?>
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Agenda

Debugging Applications
with Xdebug
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Xdebug
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O O 0O 0O 0O OO o o o o

Protects against infinite recursion
Colored var_dump()

Stacktraces

Functiontraces

parameters to functions
function/methodname, classname
filelline locations

memory allocation

Profiling

Script execution analysis
"Remote” debugging
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<?php
function a() {

}
a();

?>

xdebug. max_nesting_| evel =4

Fatal error: Maximum function nesting level of '4' reached, aborting! in /home/httpd/htmli/test/xdebug/infinite.php on line 3

# Function Location
1 {main}() /home/httpd/htmiftest/xdebuag/infinite.php:0
2 lal) /home/httpd/htmiftest/xdebua/infinite.php:6
3 al) /home/httpd/htmi/ftest/xdebug/infinite.php:3
4 lal() /home/httpd/htmi/test/xdebug/infinite.php:3
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array
0 => null
1 => 3,1415926
2 =>
array
"dutch' ==
object(locale)[1]
public 'lang' => 'nl'
public 'variation' == 'NL'
public 'charsets' =>
array
0 => 'iso-8859-1"'
1l => 'iso0-8859-15"
private 'mb_supported' => false
private 'self' =>
&object(locale)[1]
protected 'id' => 1
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Local variables

; enabl e showing local vars in error nmessages
xdebug. show_| ocal _vars=1

{main}(Q) /dat/docs/magazine/phpa/code/xdebug/listing2.php:0
change dir(

2|'fool23" /dat/docs/magazine/phpa/code/xdebug/listing2.php:37

)
chdir (

3|'/fool23"' /dat/docs/magazine/phpa/code/xdebug/listing2.php:34

)
=|'/fo0123"

'fool23'
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Superglobals

;show all GET variables in error nessages
xdebug. dunp. CET=*

; show the | ogin and password POST vari abl es
xdebug. dunp. POST=Il ogi n, password

; show the PHP' s session cookie

xdebug. dunp. COOKI E=PHPSESSI D

{main}() /dat/docs/magazine/phpa/code/xdebug/listing2.php:0
change dir(

2 'fool23' /dat/docs/magazine/phpa/code/xdebug/listing2.php:39

)
chdir (

3|'/fool23"' |/dat/docs/magazine/phpa/code/xdebug/listing2.php:36
)

Dump $_GET
$ GET[42] =|'the answer to life, the universe and everything'

-05-



Slide 68/113 April 19 2005

Execution trace to file

[derick@kossu] - mc - /dat/ez.no

z
-

START [2004-06-03 13:52:21]
0032 235760  -> fdat/ez.no-33/index.php:G

0036 235840 microtime() /dat/fez.no n

0037 3R, ob_start() sdats-—= =" el rbhp - .
error_reporti ldat/ez no /index.php: 74 _

611512 -> include once(/da.. om—o~PNP) /dat/ez.no-33/index.php: 77
-> 1nc1udn nncn(/datjez no '??Ht.l]&/ Jsges/ezsys php) sdat/fez.no-33/lib/ezutils/cl
> define (*EZ_SYS DEBUG INTERNALS'., FALSE) /dat/ez.no-33/lib/ezutils/classes/ezsys.php:

-> define('E_LE\i‘EL_M]‘l‘ICE', 1) /dat/fez.no-33/1ib/ezutils/classes/ezdebug.php
-> define("EZ LEVH. WARNING', 2) /dat/ez.no-33/lib/ezutils/classes/ezdebug.ph

joooocoooeo

-> eztextcodec: :internalcharse* =™ | ‘lmlclasses/eztextcndec php:581
-> ezcharsetinfo: : realchardg {("1s0 *) :z.no-33/1ib/ezilBn/classes/eztex
-> ezcharsetinfo: :aliastab._, 4 + ~=118n/classesfezcharsetinfo.php: 212
-> 1s_array(array ('ascii’ = uéPaZa["," “latinl’ = ‘1iso ', 'latin2’ = ‘1is

-= strtolower("1so ') /fdat/ez.no-33/1ib/ezi18n/classes//ezcharsetinfo.php: 213
- dg.}'i'ﬁ é-r(e Eiﬁt(_ez.nn /libsezlocale/classes/ezlocale.php) fdatfez.no-33/index.php:24]
AM-ug INTERNALS', FALSE) fdat/ez.no-33/lib/ezlocale/classes/ezlacale

ezini::instance() /o 33/index.php:246

«1 var $Charset = 'iso '; war $BlockValues = array ('Databa
-> 021n1- ;Lﬁ'énlef‘ﬁemnalSettlns ‘Debug’) /dat/ez.no-23/index.php: 247

xdebug. aut o_trace=1 ; enabl e tracing

xdebug. trace_output _dir=/tnp ; trace output directory
xdebug. trace_out put _nane=crc32 ; tracefile extension
xdebug. col | ect _par ans=0 ; parameter collection
xdebug. col | ect _i ncl udes=1 ; collecting includes
xdebug. ext ended_i nf 0=0 ; extended code generation
xdebug. show_nmem del t a=1 ; menory difference
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File Edit View Terminal
Version: 2.0.0dew

CO~~oh&aUNaEWWNKNERED

010074
814375
014486
. 014576
mp/trace.2043925204.xt [RO]

HFooOoOO OO DDDO
CPPCPOOCOOOOOODODDDD

1
2
2
2
2
2
2
2
3
3
2
2
2
2
2
2
3
4
5
S5

xdebug. auto_trace=1
xdebug. trace_format=1
xdebug. trace_opti ons=0

Tabs

’

Help

TRACE START [2004-88-28 21:12:37]

{main} 1

error_reporting 0

require_once
compact 0
require once
strstr 0O

set time limit
strlen ©
require_once
require once

require once
define 0

/home/httpd/pres2/show.php ©
/home /httpd/pres2/show.php 2

1 /home/httpd/pres2/config.php /home/hitpd
shome /httpd/pres2/show.php 7

1 /home/hitpd/pres2/sniff.php /home/htipd/pre
fhome /httpd/pres2/sniff.php 4

(¢] /home /httpd/pres2/show.php 10
J/home/httpd/pres2/show.php 11

1 /home/httpd/pres2/XM_ Presentation.php /ho
1 J/usrflocal/lib/php/XM /Parser.php  /home/h
1

fusr/local /l1ib/php/PEAR. php /fusr/local/lib/
fusr/local/lib/php/PEAR.php 25

|

1,1 To

enabl e tracing
sel ects conputerized fornmat
sets extra option (1 = append)
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Profiling

ftmpicachegrind. out. 2

Fle View Go Seftings Help

_—I E \&) ¥ \T-‘I (_-.¢'

84 [fhome/httpdy/

April 19 2005

Search; *?

Flat Pofile

D j’%l@ﬁ [Ti_me
&

ezcheckuser

'Self | Called | Function
o000 110786 (active) E{main}

Cum.

E2s0221 0.188 1 Hezhandleprechecks
E125 7851 1.185 1 Elezcheckuser
E 117,200 0.094 1 Heztemplate->fetch

E—116.342] 5,349
E—114.277] 6015
E—113.302] 0802
E—1128061 0170
E— 112807 0.031
E—1127681 0681
E—112.578C1 0.238
E— 112201 0188
E112074C] 1,188
E—111. 743 0017

10 Mezini-=loadcache
75 Mezini;instance

1 Blezmodule-=run

1 Mezprocess:run

1 Blezprocess->runfile
9 Hlezini->ezini
9 Mezini->lcad
1 Hinclude: kernelicontent/view. php'
1 Bleztemplat

xdebug. profil er_enabl e=1
xdebug. profil e output _dir=/tnp
xdebug. profil e_out put _nane=crc32

1 Minclude_once: 'kerneliclassesidatat...

i

[lnfo | CallLists | Coverage ‘ Call Graph ‘ Source }

Cum. Cost | Called | Caller
[E=1100.000 1 Hezhardleprechecks

; enabl e profiler
; output directory
; file extension
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Profiling

ezsessionstart

I ] | Call Lists | Coverage | Call Graph | Source

T
e einplateFunctionfrray );

include( $autolcadFile );
[ 37172 Onecall fo 'include:: lileztemplate'classes/eztempl...
1 1.888 9 One call to inzlude::'kernel/common//eztem plateautol...
L 01260 One call to include:: liblez pdficlasses/eztemplateat. .
1868 i isset{ $eZTemplateQ peratorArray | and
1970 is_array( $eZTemplateOperatorArray | )
f.. [ 0035H 3calls to 'php:is_array’
1971 {
1972 foreach ( $eZTemplateC peratorArray as $op...
1973 {
1974 $this->registerA utoloadO perators( $opera...

»|

[

Call graph

Area shows time spend
Stacked to show callees
Source annotations
Number of calls

Total time per function

o 0O O 0O o o
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Code Coverage

Function to test (parse_time.php):

<?php
function test_parse_time($f)

if (preg_match("/[0-9]{12}/", $f)) {
$type = "YYYYMVDDHHI i *;

} else if (preg_match("/[0-9]{8}\ [0-9]{4}/", $f)) {
$type = "YYYYMVDD HHi i ";

$6)) } else if (preg_match("/[0-9]{4}-[0-9]{2}-[0-9]{2}/"

$type = "YYYY- M DD';
} else {
$type = "unknown";
echo "This is a $type format.\n";
?> J

Test driver (basic.t):
<?php
i nclude 'parse_tine. php';
$formats = array(' 2004-08-17 21:20', '20040817 2120');
foreach ($formats as $format) ({
test_parse_tinme($formt);

72>
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Testing App

<?php

ec
xd
in
$c
xd

$c
$c

ho "Qutput:\n\n";

ebug_start _code_coverage();

clude 'presentations/slides/intro/tests/basic.t';
¢ = xdebug_get code_coverage();
ebug_stop_code_coverage();

lean = array();
| ean[ $test] = $cc[ $test];

foreach ($clean as $file => $cc) {

echo "<pre>";
$fc =file($file);
$line_nos = array_keys(%$cc);
foreach ($fc as $In => $line) {
if (in_array($ln + 1, $line_nos)) {
$bgc = "aaaaaa";
} else {
$bgc = "dddddd";

echo "<div styl e=' background-col or: #$bgc' >";

echo @printf("3d [2d]:\t", $In + 1, $cc[$In + 1]);

echo htm speci al chars($line);
echo "</div>";

echo "</ pre>";

$f))

}

2>
Output:

CQut put
This is a YYYY-MV DD fornmat.
This is a YYYYMMDD HHi i format.

1 0] : &l t; ?php

21 function test_parse_time($f)

3[ 0 {

4 1]: if (preg_match(&quot;/[0-9]{12}/&quot;
{

5[ 0]: $type = &quot; YYYYMVDDHHI i &quot ; ;

6 1]: } else if (preg_match(&quot;/[0-9]{8}\
[0-9 {4}/&quot;, $f)) {

711 $type = &quot; YYYYMVDD HHi i &quot ; ;

8 1 } else if
(preg_natch(&quot [[0-9]{4}-]0- 9]{2} [0-9] {2}/ &quot; , $f)) {

9 [ 1 $type = &quot; YYYY- M DD&quot ;

10 1] } else {

11 0] : $type = &quot ; unknown&quot ; ;

12 [ 0]:

13 0] :

14 1]: echo &quot; This is a $type fornmat.\n&quot;

15 1]:

16 0]: ?&gt;
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Remote Interfaces

GDB debugger mode

GDB like environment

Two output possibilities: text and XML
Availablein Xdebug 1.3.x and 2.x
DBGp debugger mode

L anguage independent

Plain text in, XML out

Availablein Xdebug 2.x

© O 0O 0O 0O 0o o o
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Activating the Remote Debugger

php.ini settings:

xdebug. r enot e_enabl e=1
xdebug. r enot e_handl er =dbgp
xdebug. r enot e_nopde=r eq
xdebug. r enot e_host =| ocal host
xdebug. renot e_port =9000
xdebug. ext ended_i nf o=1

On the shell:
export XDEBUG_CONFIG="idekey=phpworks remote_enable=1"
With abrowser:

http://pres/show.php?XDEBUG_SESSION_START=phpworks2
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ActiveState Komodo

dbgp:/iffile:lifhomefhttpd derickrethans.nl/htmlfinclude/header.php - ActiveState Komodo - Debugger is in Break Mode

File Edit Code Wiew Debug Project Toolbox Tools Window Help
BFEHd @ - S0 -CFR-EEERE GO =(EE » ]
Projects | Code | [ Start Page | & index.php | # header.php | x
B e $perm_link .= "?item=5key#Skey"; =
} else if (preg match('/“question_ [[0-9]%)5/', Skey, Sm))
Mame | Eﬁ| Sperm link = 'question.php?id='.8m[1];
B[] ezcamp = 3 -
H ] files >
H{] images L»<span class='sans'><a href='<?php echo $perm link; 7>'>permalink</a> | <7
= include b <br />
2} footer.php v <7php
[ friendlysites. htm o fored| Enter a new value for fkey:
2 header-gallery.php 20041105
2 header.php
2 links.php
21 photos.php f® Interpret as String ( Interpret as Expression
Y travels ine e A
= oK Cancel
Breakpoints | Command Qutput | SCC Qutput | Il Debug: header.php = =
Break at /home/httpdfwww. derickrethans.nlfhtml/include/header.php, line 252, SEE=E » e x
Name | Type | Value | Call Stack Location
comment_co... string no comments =i % header.php, line 252, in comments
row bool 0 index.php, line 63, in {main}
perm_link string month-2004-11.php?item=20041105... '
ey string 20041105 :
renrth ctrinn FNNA_11 2|
Watch | Locals | Globals # % & | output | call Stack | HTML |
Ready LY | 8859-.. Lm: 252 Cal: 1 PHP
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Maguma Workbench

| File Edit View Run Projects Tools

Window  Help

-]

[ “36 G 2 &

“|<Tuplevel elements: j:’. |<Chi|d elements:

R

K& S5 3

£ bug100.php |

1 <Yphp
2 function test($i){
B 3

print ¥1; 4/ breakpoint's on this line

ﬁ@ﬁ'ﬁm &

@ Mo Project Selected

-
| Hane Type Yalue | ﬂlf_?""i }l 9‘
[ Jsi int B EBE Open Files

=g [PHF] bugl00.php
=B Global Variables
E1 4

[@ function test{$i}

Cutput Localsl Watchesl Stack Trace |

|Ins |L|N|>< |3;5
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Xdebug clients

TruStudio

td=Variables &

1
g i | b e iy | e PP Eky L html /i
wded (breakpoint at line 77 in php))

o Bl i gl e e e Tl el i e . e T 0S5 ' M

@a="a"

@ l="r

& SAllowableHTML= <unknown value=
@ Sstrip= <unknown value>

& attrb_list= "attrb_list"

R
|| [F] phptest.php | [F] pytest.py | [F] mainfile.php [@ index.phpm] 8|80
include(" footer.php"); —
} e —
}
= function print_out ($str) {
print "test console output";
5 return "none" ;
}
function check_html (Sstr, $strip="") {
- /* The core of this code has been lifted from phpslash */
- /* which is licenced under the GPL. */
- if (3strip == "nohtml™)
$AllowableHTML=array{" ' J;
b $str = print_out($str);
$str = eregi_reploce("<[[:space:JI*([*=]*)[[:space:]]*>","<\W1=", Sstr);
/4 Delete all spaces from html tags .
$str = eregi_reploce("<[[:space:]]* img[[:space:1]*([*=1*I[[:space:]]*=", "', $str); —
/4 Delete all img tags 4
¢ $str = eregl renlacet’"-qal"\:-'l*hrefrl':snace:"l'l‘=Fr:snace:'l'l‘\"?mvascrintl'l':nunct:"l'l+\"'?P‘>'I">"\. i b
J4 »

=0

|[®e Breakpoints 2 |

ars/admin/new eclipse/eclipse /workspace/

‘ E o fUsers/../Erepw v ess fhtmlfindex.php [line: 77]
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Agenda

[18n and L10n

Why can't we all just speak asingle 7-bit ASCII Language anyway?
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A mechanism to separate logic from layout.

The defining characteristic is where and how the intersection between logic and layout is done.
PHP is a general-purpose templating system.

Any general-purpose templating system will eventually become PHP.

o O O O
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Templating

Runtime Templating
VS.

Offline Templating
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PHP's strings are binary safe and mostly oblivious to character encodings and everything is fine if
you just pass the data through. If you need to manipulate it you will need to do some work.

setlocale

utf8 decode

iconv

mbstring

preg_* functions support UTF-8
pecl/trandlit

0 Full ICU-based Unicode Support eventually

php.ini

default _charset = "utf-8"

O O 0O O o
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There isn't much localization support directly in PHP. A few things can help out.

0 Generated templates
0 setlocae
0 (gettext
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Agenda

High Traffic Applications
Profile, Optimize and Scale it

-112 -



Slide 85/113

Tuning

April 19 2005

Some simple guidelines

O O O 0O 0O 0o o o

Try to limit yourself to 5 or less includes per request

Don't go overboard on OOP. Use where appropriate.

Same goes for Layers. Abstraction, Indirection, abstract classes.

Everything has a cost

Use an opcode cache

Watch your regular expressions!

Cache! Cache! Cache!

If you have plenty of CPU but limited bandwidth, turn on output compression
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Tuning

Jconfigure

./configure --wth-apxs=/usr/shin/apxs --w thout-pic \
--with-config-file-scan-dir=/etc/php

include _path
i nclude_path = "/usr/share/pear:."
<?php
include './tenpl ate_hel pers.inc';
i nclude ' business_logic.inc';
?>
open_basedir
open_basedir = "/usr/share/ htdocs/:/usr/share/pear/™

open_basedir checking adds some extra syscalls to every file operation. It can be useful, but it is
rather expensive, so turn it off if you don't you need it.

variables order

vari abl es_order = "GPC

<?php
echo $_SERVER[ ' DOCUMENT_ROOT' |;
echo get env(' DOCUMENT _ROOT" ) ;
2>
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Standard PHP

( Start Script )

Y

Compile Script to Opcodes |«

h 4

4

Execute Opcodes

l

Function Calls Includes
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PHP Opcode Caches
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PHP with an Opcode Cache

Start Script

Fetch Cached:
- opcode tree

- function table
- class table

—Yes

No
h 4

Compile Script to Opcodes

v

Store Opcodes in Cache

v

——  » Execute Opcodes

N

Function Calls

Includes
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0 Better memory handling when getting near the shared memory limit.
0 user-level accessto store PHP variablesin shared memory easily.
0 Quick way to load constants from shared memory

apc_store/fetch

<?php

$a = array(1, 2, 3);

apc_store(' ny_array', $a, 5);

$a = 0;

echo "<pre>"; var_dunp($a); echo "</pre>";

$b = apc_fetch('ny_array');

echo "<pre>"; var_dunp($b); echo "</pre>";
?>

array
0 =&gt;
1 =&gt;
2 =&gt;

WN P

r
0 =&gt;
1 =&gt;
2 =&gt;

WN -

save/load constants

<?php
i f(!'apc_l oad_constants(' my_constants')) {
$constants = array(' ABC =>'testing',
' DEF' =>123,
"FOO =>'Bar'),
apc_define_constants(' ny_constants', $constants);

}

?>
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e APC Stats >
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Benchmarking

Let's have a look at how we might benchmark and subsequently tune a PHP server. | use
http_load from acme.com to do the actual testing.

Thisisour benchmark script

<! DOCTYPE HTML PUBLIC "-//WBC//DTD HTM. 4. 01
Transitional //EN'>
<ht m ><head><titl e>Si mpl e PHP Benchmark</titl e></head>

<body>

<h1>String Mani pul ati on</hl>

<p>

<?php

$str = '"This is just a silly benchmark that doesn\'t do
anyt hi ng useful .’ ;

$str .= "Here we are just uppercasing the first two characters
of every word ';

$str .= '"in this long string';

$parts = explode(' ', $str);
foreach($parts as $part)
$new[ ] = strtoupper(substr($part,0,2)).substr($part, 2);

}
echo inplode(' ', $new);
2>

</ p>
<p>
<hl>Including 3 files</hl>
<p>
<?php
@hdir("slides/intro/tbh");
i nclude 'presentations/slides/intro/thb/bench _config.inc';
i nclude 'presentations/slides/intro/th/bench_includel.inc';
include 'presentations/slides/intro/tb/bench_include2.inc';
?>
</ p>
<hl>for-1oop and calling a function many tines</hl>
<p>
<?php
$a = range(1, 200);
$b = range(200, 1);
for($i =0; $i<200; $i++)
echo foo($a[$i],$b[$i]);
}

?>

</ p>

<hl>Define and Instantiate an object and call sone

met hods</ h2>

<p>

<?php

class test_class {
var $test_varl;
var $test_var2;
var $test _var3;
var $test_var4;

function test_class() {

$this->test varl = 111;
$t hi s->test_var2 = 222;
$t hi s->test _var3 = 333;
$this->test vard = 444;

function get_props_sum() {
return $this->test_varl + $this->test_var2 +
$this->test_var3 + $this->test_var4;

function set_var1($val ue) {
$t hi s->test _varl = $val ue;
echo "test_varl property set to $val ue<br />\n";
return true;
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function set_var2($val ue) {
$t hi s->test _var2 = $val ue;
echo "test_var2 property set to $val ue<br />\n";
return true;

function set_var3($val ue) {
$t hi s->test _var3 = $val ue;
echo "test _var3 property set to $val ue<br />\n";
return true;

function set_var4($val ue) {
$t hi s->test _var4 = $val ue;
echo "test_var4 property set to $val ue<br />\n";
return true;

}

function disp() {
echo "<pre>";
print_r($this);
echo "</ pre>";

}

$obj = new test_class();
echo $obj->get props_sum();
$obj - >set _varl('testl');
$obj - >set _var2(123);

$obj ->set _var3(%a); [/ Array
$obj - >set _var4(array(1,2,3,4
$obj - >di sp();

?>

from previous test /
151 61 7181 9));

<hl>And finally a bit of XM. and XSLT</ hl>

<?php

$xm =

domxnml _open_file(' presentations/slides/intro/menu.xm"');
$xsl =

domxml _xslt _styl esheet file('presentations/slides/intro/nenu.xsl');
$out = $xsl->process($xm);

echo $out - >dunp_nem() ;

?>

</ p>

</ body>

</htm >

bench_includel.inc

<h1>Some defi nes</hl>

<?php

defi ne(" MYMOD_VERSI ON', " 1. 234- al pha");

for($i=0; $i<1000; $i++)
define(sprintf("M_CONST _%®04d", $i), $i);

}

echo MYMOD_VERSI ON;
echo My_CONST_0001;
echo My_CONST_0002;
echo My_CONST_0003;
echo MY_CONST_0004;
echo My_CONST_0005;
echo My_CONST_0006;
echo MY_CONST_0007;
echo My_CONST_0008;
echo My_CONST_0009;
echo MY_CONST_0010;
echo My _CONST _0011;
echo My_CONST_0012;
echo MY_CONST_0012;
echo My _CONST_0013;
echo My_CONST_0014;
echo MY_CONST_0015;
echo My_CONST_0016;
echo MyY_CONST_0017;
echo MY_CONST_0018;
echo My _CONST_0019;
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echo My_CONST_0020;
?>

bench_includel.inc

<?php

function foo($argl, $arg2) {
i f($argl>$arg2) return $argl
el sei f ($argl<$arg2) return $arg2
el se return 'xxx';

}

?>

bench_include2.inc

This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />
This is just a bunch of plain text in an include file.<br />

menu.xmi

<?xm version="1.0" encodi ng="1SO 8859-1"7?>
<br eakf ast _menu>
<f ood>
<nane>Bel gi an Waffl es</ name>
<price>$5. 95</ pri ce>
<description>wo of our fanmpbus Bel gian Waffles with
pl enty of real naple syrup</description>
<cal ori es>650</ cal ori es>
</ f ood>
<f ood>
<nane>Strawberry Bel gi an Waffl es</ name>
<price>$7.95</price>
<description>light Bel gian waffles covered with
strawberries
and whi pped creanx/description>
<cal ori es>900</ cal ori es>
</ f ood>
<f ood>
<nanme>Berry-Berry Bel gi an Waf f| es</ nanme>
<price>$8. 95</pri ce>
<description>l1ght Bel gian waffles covered with an
assortnent of
fresh berries and whi pped creanx/description>
<cal ori es>900</ cal ori es>
</ f ood>
<f ood>
<nanme>French Toast </ nane>
<price>$4.50</price>
<description>thick slices nmade from our homenade sourdough
br ead</ descri pti on>
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<cal ori es>600</ cal ori es>
</ f ood>
<f ood>
<name>Homest yl e Br eakf ast </ name>
<pri ce>$6. 95</ pri ce>
<description>wo eggs, bacon or sausage, toast, and
our ever-popul ar hash browns</description>
<cal ori es>950</ cal ori es>
</ f ood>
</ br eakf ast _nenu>

menu.xsl

<xsl :styl esheet version="1.0"

xm ns: xsl ="http://ww. w3. org/ 1999/ XSL/ Tr ansf or ni'
xm ns="http://ww. w3.org/ TR/ xhtm 1/strict">
<xsl:tenplate match="/">
<xsl : for-each sel ect ="breakfast nenu/food">
<di v
styl e="background-col or: teal ; col or: white; paddi ng: 4px" >
<span styl e="font-wei ght: bol d; col or: white">
<xsl : val ue- of sel ect="name"/>
</ span>
- <xsl:val ue-of select="price"/>
</ div>
<di v
styl e="margi n-1 eft: 20px; margi n- bott om lem font-size: 10pt " >
<xsl :val ue-of sel ect="description"/>
<span style="font-style:italic">
(<xsl :val ue-of select="cal ories"/> calories per
serving)
</ span>
</ div>
</ xsl : for-each>
</ xsl : tenpl at e>
</ xsl : styl esheet >
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Benchmarking Results

An http_load run

5000 fetches, 5 max parallel, 5.1645e+07 bytes, in 74.0229
seconds
10329 nean byt es/ connecti on
67.5466 fetches/sec, 697689 bytes/sec
msecs/ connect: 0.219601 nean, 1.106 max, 0.171 mn
nmsecs/first-response: 72.1792 nean, 1209.1 max, 14.354 mn
HTTP response codes:

code 200 -- 5000

Whenever you do any sort of load testing, you need look beyond just the raw numbers and have a
look at what your server is actualy doing. Use vmstat:

Base PHP Load

6:33amriddler:~> vnstat 1

procs menory page di sks
faults cpu

r bw avm fre flIt r
Sy c¢cs us sy id

510 175880 59292 491
7725 128 90 10 O

51 0 175844 59296 481
7714 133 85 15 O

51 0 175880 59256 492
7798 114 82 18 O

51 0 175880 59248 472
7599 146 89 11 O

51 0 175880 59232 479
7649 130 89 11 O

51 0 176232 59244 479
7673 144 82 18 O

510 171444 59256 790
7770 158 91 9 O

510 171480 59216 478
7626 139 89 11 O

51 0 171444 59224 480
7673 124 90 10 O

510 171516 59168 491
7699 147 87 13 O

fr sr ad0 ad2 in

=
°
o

408 0 O 858

414 869
414 873
402 848
408 858
414 863
672 826
402 843

414 862

O O O O O o o o o o o
O O O O o o o o o o
O O O O o o o o o o
O O O O o o o o o

O O O W B+ O N O o

O O O o o O » O o o

408 846

Our benchmark test was deliberately designed to have quite a bit of PHP processing and not a
whole lot of output. 10k is somewhat small for a web page. If instead we have a whole lot of
output, chances are we will be io-bound instead of cpu-bound. If you are io-bound, there is little
sense in optimizing at the PHP level.

Evidence of an io-bound test

procs menory page di sks
faults cpu
r bw avm fre flt re pi po fr sr ad0 acO in

sy cs us sy id

4 00 132860 15724 1033 O O O O O O O 4457
954 3704 2 25 74
500 132860 15724 1009 O O O O O O 0O 4436
714 3597 3 24 73
6 00 132860 15716 980 0O O O O O O 0 4446
925 3603 5 23 72
200 132860 15716 1028 0 O O O O 6 0 4514
720 3696 2 24 73
300 132472 15716 1018 0 O O O O 2 0 4501

946 3673 2 22 76
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4 0 0 132472 15716 1039 0 0 0 0 0 0 0 4565
737 3718 2 26 73
3 00 132472 15708 1010 0 0 0 0 0 2 0 4498
938 3639 2 24 75
2 00 132472 15708 1012 0 0 0 0 0 0 0 4543
730 3665 5 25 70

Thingsto try if you are io-bound

[ php.ini]
out put _handl er = ob_gzhandl er

[ Apache-1 httpd. conf]
LoadModul e gzi p_nodul e |i b/ apache/ nod_gzi p. so

[ Apache-2 httpd. conf]
LoadMbdul e defl ate_nodul e |i b/ apache/ nod_defl ate. so
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Benchmarking Results

So, we have determined we are cpu-bound and we need to go faster. What can we do? Some
low-hanging fruit:

include _path

i nclude_path = "/usr/share/pear:."
<?php
include './tenpl ate_hel pers.inc';

i nclude ' business_logic.inc';
?>

open_basedir

open_basedir = "/usr/share/ htdocs/:/usr/share/pear/™

open_basedir checking adds some extra syscalls to every file operation. It can be useful, but it is
rather expensive, so turn it off if you don't think you need it.

variables order

vari abl es_order = "GPC

<?php
echo $_SERVER[ ' DOCUMENT_ROOT' |;
echo get env(' DOCUMENT _ROOT" ) ;
?>

If you never use cookies, turn those off too

Output buffering?

out put _buffering = On

Add an Opcode Cache

ext ensi on=apc. so

apc. shm segnent s=1

apc. shm si ze=64

apc. num fil es_hi nt =1000

apc. nmap_fil e_mask=/t np/ apc. XKXXXX

Switch to semaphore locking in APC

CPPFLAGS=-1/usr/incl ude/ apache-1. 3 \
./configure' --enable-apc --enabl e-muap --enabl e-sem

Apply some of the hacks floating around

0 http://lerdorf.com/php/syscall.txt
0 http://lerdorf.com/php/non-pic.txt
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Why Profile?

Because your assumptions of how things work behind the scenes are not aways correct. By
profiling your code you can identify where the bottlenecks are quantitatively.

How?
PECL to the rescue!

www. ~> pear install apd

downl oadi ng apd-0.4pl.tgz ...

...done: 39, 605 bytes

16 source files, building

runni ng: phpize

PHP Api Version 1 20020918

Zend Modul e Api No ;20020429

Zend Extension Api No : 20021010

buil ding in /var/tnp/pear-buil d-root/apd-0.4pl
runni ng: /tnp/tnprFl Agf/apd-0. 4pl/ confi gure
runni ng: make

apd. so copied to /tnp/tnprFl Agf / apd- 0. 4p1/ apd. so
install ok: apd 0.4pl

Then in your php.ini file:

zend_extension = "/usr/local/lib/php/apd.so"
apd. dunpdir = /tnp

It isn't completely transparent. Y ou need to tell the profiler when to start profiling. At thetop of a
script you want to profile, add this call:

<?php
apd_set _pprof _trace();
?>
The use the command-line tool called pprofp:
wWWwWwy.  ~> ppr of

p
pprofp <flags> <trace file>
Sort options

-a Sort by al phabetic names of subroutines.

- Sort by nunber of calls to subroutines

-m Sort by menory used in a function call.

-r Sort by real tinme spent in subroutines.

-R Sort by real tine spent in subroutines
(inclusive of child calls).

-s Sort by systemtine spent in subroutines.

-S Sort by systemtine spent in subroutines
(inclusive of child calls).

-u Sort by user tinme spent in subroutines.

-U Sort by user tine spent in subroutines
(inclusive of child calls).

-V Sort by average anount of tinme spent in
subrouti nes.

-2 Sort by user+systemtine spent in subroutines.
(defaul t)

Di spl ay options

-C Di splay Real tine el apsed al ongside call tree.

- Suppress reporting for php builtin functions

-0 <cnt> Speci fi es maxi mum nunber of subroutines to

di splay. (default 15)
-t Di spl ay conpressed call tree.
-T Di spl ay unconpressed call tree.

% pprofp -z /tnp/pprof.48478

- 126 -



Trace for /home/y/share/ htdocs/bench_main. php

Total El apsed Tinme = 0.01
Total SystemTime = 0.01
Total User Tine = 0.01
Real User System secs/

cunm
%l me (excl/cumm) (excl/cumm) (excl/cumm Calls cal
s/call Menory Usage Name

100.0 0.00 0.00 0.01 0.01 0.01 o0.01 200 0.0001
0. 0001 0 foo

0.0 0.00 0.00 0.00 0.00 0.00 0.00 1 0.0000
0. 0000 0 test class->set _var2

0.0 0.00 0.00 0.00 0.00 0.00 0.00 1 0.0000
0. 0000 0 test _class->set _varl

0.0 0.00 0.00 0.00 0.00 0.00 o0.00 1 0.0000
0. 0000 0 test class->set _var3

0.0 0.00 0.00 0.00 0.00 0.00 o0.00 1 0.0000
0. 0000 0 test _class->set _var4

0.0 0.00 0.00 0.00 0.00 0.00 o0.00 1 0.0000
0. 0000 0 var _dunp

0.0 0.00 0.00 0.00 0.00 0.00 o0.00 1 0.0000
0. 0000 0 test_class->disp

0.0 0.00 0.00 0.00 0.00 0.00 o0.00 1 0.0000
0. 0000 0 test _class->test class

0.0 0.00 0.00 0.00 0.00 0.00 o0.00 1 0.0000
0. 0000 0 main

0.0 0.00 0.00 0.00 0.00 0.00 o0.00 26  0.0000
0. 0000 0 strtoupper

0.0 0.00 0.00 0.00 0.00 0.00 0.00 52 0.0000
0. 0000 0 substr

0.0 0.00 0.00 0.00 0.00 0.00 o0.00 1 0.0000
0. 0000 0 i npl ode

0.0 0.00 0.00 0.00 0.00 0.00 o0.00 2 0.0000
0. 0000 0 include

0.0 0.01 0.01 0.00 0.00 0.00 o0.00 2 0.0000
0. 0000 0 range

0.0 0.00 0.00 0.00 0.00 0.00 0.00 1 0.0000
0. 0000 0 expl ode
Trace for /hone/rasnus/ phpweb/ i ndex. php
Total Elapsed Tinme = 0. 69
Total SystemTime = 0.01
Total User Tine = 0.08

Real User System secs/

cunm
%l me (excl/cumm) (excl/cumm) (excl/cumm Calls cal
s/call Menory Usage Name

33.3 0.11 0.13 0.02 0.03 0.01 0.01 7 0.0043
0. 0057 298336 require_once

22.2 0.02 0.02 0.02 0.02 0.00 0.00 183 0. 0001
0. 0001 - 33944 feof

11.1 0.01 0.01 0.01 0.01 0.00 0.00 3 0.0033
0. 0033 - 14808 define

11.1 0.04 0.04 0.01 0.01 0.00 0.00 182  0.0001
0. 0001 112040 fgetcsv

11.1 0.25 0.25 0.01 0.01 0.00 0.00 6 0.0017
0. 0017 3768 getimagesi ze

11.1 0.01 0.01 0.01 0.01 0.00 0.00 55  0.0002
0. 0002 2568 sprintf

0.0 0.00 0.00 0.00 0.00 0.00 o0.00 7 0.0000
0. 0000 -136 printf

0.0 0.00 0.00 0.00 0.00 0.00 0.00 1 0.0000
0. 0000 136 htm speci al chars

0.0 0.00 0.00 0.00 0.00 0.00 O0.00 1 0.0000
0. 0000 -16 mirror_provider_url

0.0 0.00 0.00 0.00 0.00 0.00 o0.00 7 0.0000
0. 0000 112 spacer

0.0 0.00 0.00 0.00 0.00 0.00 0.00 10 0. 0000
0. 0000 -552 delim
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0.0 0.00
0. 0000

0.0 0.00
0. 0000

0.0 0.00
0. 0000

0.0 0.00
0. 0000

0.0 0.00
0. 0000

0.0 0.08
0. 0000

0.0 0.00
0. 0000

0.0 0.00
0. 0000

0.0 0.00
0. 0017

.00 0.00 0.00 0.

112 mrror_provider

.00 0.00 0.00 0.

-624 print_link

00 0.00 0.00 0
24 have_stats

.00 0.00 0.00 0

-72 make_subm t

.00 0.00 0.00 0
112 strrchr

.08 0.00 0.00 0.
168 filesize

00 0.00 0.00 0
-16 commonf oot er

11 0.00 0.00 0

0 downl oad_Iink
.25 0.00 0.01 0.
208 nake_i mage

O O o o o O o o O

K CacheGrind Output

wwv ~> cd /tnp
ww /tmp> |'s -lat pprof.*

SrTWr--1--
ppr of . 02466.
STWr--1--
ppr of . 02465.
W r--1--
pprof. 02464.

www. / t np> pprof2calltree -f pprof.02465.0

1 nobody 4294967295 62771

0

00 0.00
00 0.00
.00 0.00
.00 0.00
.00 0.00
00 0.00
.00 0.00
.00 0.00
00 0.00
Apr

1 nobody 4294967295 269311 Apr

0

1 nobody 4294967295 62779 Apr

0

Witing kcachegrind conpatible output to
cachegri nd. out. pprof. 02465. 0
www. / t np> kcachegri nd cachegri nd. out. pprof.
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17 07: 36
17 07:36
17 07: 34

02465. 0

O O O O o o o o o

. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
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Function Summary Profile (sorted by total execution time)

Opcode Compiling

0.0709690896

Function Execution

0.0025330913

Ambient Code Execution|0.0031329459

Total Execution

0.0056660372

[Total Processing

0 Basic profiling.
0 xdebug_start_profile()
0 xdebug_dump_function_profile(mode)

0.0766351268
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Total Time Taken|Avg. Time Taken/Number of CallsFunction Name
0.0012639508 0.0012639508 1 {include}
0.0009410545 0.0009410545 1 {include}
0.0003150582 0.0003150582 1 *hits
0.0002689241 0.0000179283 15 *url
0.0001970418 0.0000985209 2 mysql_query
0.0001859924 0.0001859924 1 mysql pconnect
0.0001290126 0.0001290126 1 {include}
0.0001019851 0.0001019851 1 mysql select db
0.0000070533 0.0000070533 1 {include}
0.0000059746 0.0000059746 1 {include}
0.0000049799 0.0000049799 1 mysql num rows
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Benchmarking Results

After adding APC

5000 fetches, 5 max parallel, 5.1645e+07 bytes, in 66.1261
seconds
10329 nean byt es/ connecti on
75.6131 fetches/sec, 781008 bytes/sec
msecs/ connect: 0.21676 nean, 0.939 max, 0.174 mn
nmsecs/first-response: 64.1843 nean, 1074.19 max, 12.774 mn
HTTP response codes:

code 200 -- 5000

Using apc_load_constants()

<?php
i f(!apc_l oad_constants(' bench_constants')) {
$constants = array(" MYMOD_VERSI ON'=>"1. 234- al pha");
for($i=0; $i<1000; $i++)
$constant s[ sprintf("MY_CONST_904d", $i)] = $i;

r-'-\l

apc_define_constants(' bench_constants', $constants);

}

?>

With apc_load constants()

5000 fetches, 5 max parallel, 5.1645e+07 bytes, in 46.0241
seconds
10329 nean byt es/ connecti on
108. 639 fetches/sec, 1.12213e+06 bytes/sec
msecs/ connect: 0.225471 mean, 0.938 max, 0.174 mn
nsecs/first-response: 44.1477 nean, 805.834 nax, 8.793 mn
HTTP response codes:

code 200 -- 5000
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- MINIT i

apc_load constants() is ok, but writing your own simple PHP extension and using the Module Init
(MINIT) hook is much better

MINIT Constants

PHP_M NI T_FUNCTI ON( mynod)

{
int i;
char s[] = "MY_CONST_XXXX";
char nuni] = "0000";

REG STER_STRI NG_CONSTANT( " MYMOD_VERSI ON', "1.234-al pha",
CONST_CS | CONST_PERSI STENT) ;
for(i=0; i<1000; i++) {
sprintf(s+9,"%4d",i);
REG STER_LONG CONSTANT(s, i, CONST_CS |
CONST_PERSI STENT) ;

}
return SUCCESS;
} 2>

Using MINIT Instead

5000 fetches, 5 max parallel, 5.1645e+07 bytes, in 35.9252
seconds
10329 nean byt es/ connecti on
139.178 fetches/sec, 1.43757e+06 bytes/sec
msecs/ connect: 0.234849 nean, 7.323 max, 0.174 mn
nmsecs/first-response: 34.366 nean, 706.119 max, 6.764 mn
HTTP response codes:

code 200 -- 5000
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Replace DomXML
<?php
$xni donmxm _open_file(' menu.xm");

$xsl = domxm _xslt_styl esheet _file(' menu.xsl"');
$out = $xsl->process($xm);

echo $out - >dunp_nem() ;

2>

With FastX SL

<?php

$xni fastxsl _xm _parsefile(' nmenu.xm"');

$res fastxsl _prnctache_transforn(' menu. xsl', $xm);
echo fastxsl _prnctache_tostring(' menu. xsl', $res);

?>

FastX SL

5000 fetches, 5 max parallel, 5.16e+07 bytes, in 32.6279

seconds

10320 mean byt es/ connecti on

153. 243 fetches/sec, 1.58147e+06 bytes/sec

nmsecs/ connect: 0.230745 nmean, 1.294 nmax, 0.174 mn

msecs/first-response: 30.8827 nmean, 845.914 max, 6.218 mn

HTTP response codes:
code 200 -- 5000
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PECL_Gen replaces ext_skel in PHPS

<?xm version="1.0"?>

<ext ensi on name="nyext">

<summar y>My Cool Extensi on</summary>

<l ogo src="nyext.png" m nmetype="image/ png" />

<mmi nt ai ner s>

<mai nt ai ner >
<user >r asnus</ user >
<nanme>Rasnus Ler dor f </ nane>
<emai | >r asnmus @hp. net </ erai | >
<rol e>| ead</rol e>

</ mai nt ai ner >

</ mai nt ai ner s>

<r el ease>
<ver si on>0. 1</ ver si on>
<dat e>2005- 04- 01</ dat e>
<st at e>al pha</ st at e>
<l i cense>php</|icense>
<not es>

- This is cool
</ not es>
</rel ease>

<deps | anguage="c" pl atform="uni x">
<header nane="math.h"/>

<lib name="m" function="floor"/>
</ deps>

<constant nane="MYMODE" type="int" value="1" />
<gl obal nanme="foo" type="I|ong" val ue="42"/>

<function role="internal" nane="M NI T" >
<code>i nit(); </ code>
</ function>

<function nane="get_ foo">
<proto>i nt get_foo(void)</proto>
<code>
RETURN_LONG( MYEXT_G(f 00) ) ;
</ code>
</ function>

<function nane="foobar">

<proto>string foobar(void)</proto>
<summar y>A dummy functi on</ sumary>
<descri ption>

This function returns a static string.
</ description>

<code>

RETURN_STRI N " f oobar", 1);

</ code>
</ function>

</ ext ensi on>
$ pecl -gen nyext. xni

Creating 'nyext' extension in '/home/rasnus/nyext'

Your extension has been created in directory nyext.

See nyext/ README for further instructions.

Thiswill create the following directory:

myext
| - - EXPERI MENTAL

| -- README
| -- config.nd
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-- manua
T --nyext

| -- configure. xn
| -- functions
“-- reference. xni

-- package. xn

-- php_myext.h

-- tests

-- nyext.c

-- nyext.dsp

$
$ phpi ze

$ ./configure

$ nmake

$ sudo nake instal
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Data in PHP is stored in the pval or zval datatype. Two names for the same thing. They are
defined like this:

typedef union _zval ue_val ue {

I ong Ival; / long val ue /
doubl e dval ; / doubl e val ue /
struct {

char *val

int |en;
} str;
HashTabl e ht; / hash table val ue */

zend_obj ect obj;
} zval ue_val ue;

struct _zval struct {
zval ue_val ue val ue; / value /
zend_uchar type; / active type /
zend_uchar is_ref;
zend_ushort refcount;

b

typedef struct _zval struct zval;
typedef zval pval
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#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

Z _LVAL(zval)

Z BVAL(zval)

Z DVAL(zval)
Z_STRVAL(zval)
Z_STRLEN( zval )
Z ARRVAL(zval)
Z_OBJ(zval)
Z_OBJPROP(zval)
Z OBJCE(zval)

Z _RESVAL(zval)

Z LVAL_P(zval p)
Z BVAL_P(zval _p)
Z DVAL_P(zval _p)
Z _STRVAL_P(zval _p)
Z STRLEN P(zval _p)
Z ARRVAL_P(zval _p)
Z_OBJ_P(zval _p)

Z_OBJPROP_P(zval _p)

Z OBJCE_P(zval _p)
Z_RESVAL_P(zval _p)

Z_LVAL_PP(zval _pp)
Z BVAL_PP(zval pp)
Z DVAL_PP(zval _pp)

Z STRVAL_PP(zval _pp)
Z_STRLEN PP(zval _pp)
Z_ARRVAL_PP(zval _pp)

Z OBJ_PP(zval _pp)
Z_OBJPROP_PP( zval

(zval).val ue.lval

((zend_bool ) (zval).val ue. |l val)
(zval ). val ue. dval

(zval).val ue.str.val
(zval).value.str.len

(zval ). val ue. ht

&(zval) . val ue. obj

(zval).val ue. obj . properties
(zval ). val ue. obj.ce

(zval).val ue.lval

Z LVAL(*zval p)
Z BVAL(*zval _p)
Z DVAL(*zvaI _p)
Z_STRVAL(*zval _p)
Z_STRLEN( *zval _p)
z ARRVAL(*zvaI _p)
Z BIJ(*zval _p)
Z_OBJPROP(*zval _p)
Z OBJCE(*zvaI

Z RESVAL(*zval p)

Z_LVAL(**zval _pp)
Z BVAL(**zval pp)
Z DVAL(**zval _pp)
Z_STRVAL(**zval _pp)
Z STRLEN(**zval _pp)
Z_ARRVAL(**zval _pp)
Z OBJ(**zval _pp)

_pp) Z_OBJPROP(**Zzval _pp)
Z OBJCE_PP(zval _pp)
Z RESVAL_PP(zval _pp)

Z_OBJCE(**zval

)
Z_RESVAL(**zval _pp)',' 100% )
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Parsing Parameters

In its ssimplest form you can call ZEND _NUM_ARGS() to check the number of parameters
passed to your function.

PHP_FUNCTI ON( count _ar gs)
RETURN_LONG( ZEND_NUM ARGS());

You can use the WRONG_PARAM_COUNT macro to output a generic wrong parameter count
warning.

PHP_FUNCTI ON( ny_f unc)

{ i f (ZEND_NUM ARGS() > 1) {

WRONG_PARAM_COUNT;
}
RETURN_TRUE;
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Real Parameter Parsing

To do real parameter handling, use the zend _parse parameters() function.

PHP_FUNCTI ON(r et urn_ar g)

{
int argc = ZEND NUM ARGS() ;
| ong arg;
if (zend _parse paraneters(argc TSRM.S CC, "I", &arg) ==
FAI LURE)
return;

RETURN_LONG ar g) ;

Y ou can make it an optional argument by putting a"|" in the argument format string. Likethis:

PHP_FUNCTI ON(r et urn_ar g)

{

int argc = ZEND NUM ARGS() ;

| ong arg;

if (zend _parse paraneters(argc TSRM.S CC, "|[I", &arg) ==
FAI LURE)

return;

i f(argc) RETURN_LONGE arg)

el se RETURN_FALSE
}

Here are al the possible modifiersin the argument format string:

I ong (i nteger)

] | ]

"d" double (floating point)
"s' string

"b"  bool ean

'r' resource

'a' array

'0' any object

'O specific object

"z'  mxed

So, for example, a function that takes a string, an integer, and array and an optional resource
would look like this:

PHP_FUNCTI ON( conpl ex_f unc)

{
int argc = ZEND NUM ARGY() ;
char *str = NULL;
int str_len;

int res_id = -1;
| ong arg;

zval *arr = NULL;
zval *res = NULL;

if (zend_parse_paraneters(argc TSRM.S CC,
"slalr", &str, &str_len,
&arg, &arr, &res) == FAI LURE)
return,

if (res) {
ZEND FETCH RESOURCE(???, ??7?, res, res_id, "???",
??? rsrc_id);

}
RETURN_FALSE;
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Array Parameters

If your function takes an array parameter. Y ou can check it and accessit like this:

PHP_FUNCTI ON(ny_arr)
{

int argc = ZEND NUM ARGS() ;
zval *tmp, arr = NULL;

if (zend_parse_paraneters(argc TSRM.S CC, "a", &arr) ==
FAI LURE)
return;

zend_hash_i nternal _pointer_reset (Z_ARRVAL_P(arr));
whil e (zend_hash_get _current _data(Z_ARRVAL P(arr),

(void **)& np) ==
SUCCESS) {
convert_to Iong ex(trrp)
php_printf("%d\n", Z LVAL_PP(tnp));
zend_hash_nove_f or war rd( Z_ARRVAL_P( arr));

}
RETURN_TRUE;
}

Here the call to zend parse parameters() does the type check. If the user passes a non-array to
this function s/he will get a message that looks like this:

foo.php(4) : Warning - nmy_arr() expects argunment 1 to be
array, integer given

If you wanted to write a function that could take either an array of integers or perhaps a single
integer and have your function figure it out automatically you do do it like this:

PHP_FUNCTI ON(ny_arr)
{

int argc = ZEND NUM ARGY() ;
zval *tnp, arg = NULL;

if (zend_parse_paraneters(argc TSRM.S CC, "z", &arg) ==
FAI LURE)
return;

switch(Z TYPE P(arg)) {
case | S_ARRAY:
zend_hash_internal _pointer_reset(Z ARRVAL P(arq));
whil e (zend_hash_get _current data(Z_ARRVAL P(arg),
(void **)& np) == SUCCESS)

convert _to_|long ex(tmp);
php_ prlntf("%d\n" Z LVAL _PP(tnp));
zend_hash_nove forward(Z ARRVAL P(arg))
}
br eak;
case | S_STRI NG
case | S _ LONG
case | S_DOUBLE:
convert _to Iong ex(&ar
php_printf("%d\in",Z_ LVAL _P(arg));
br eak;

}
RETURN_TRUE;

The possible types are;

#define I'S NULL
#define | S_LONG
#define |'S_DOUBLE
#define IS _STRI NG
#defi ne | S_ARRAY
#define |'S_OBIJECT

OrhWNEFLO
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#defi ne
#def i ne
#defi ne
#defi ne
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The simple types are returned using the following convenience macros:

#defi ne RETVAL_RESOURCE( )
ZVAL_RESOURCE(return_val ue, |)

#defi ne RETVAL_BOOL(b) ZVAL BOOL(return_val ue, b)
#defi ne RETVAL_NULL() ZVAL_NULL(return_val ue)
#def i ne RETVAL_LONGE | ) ZVAL_LONG(return_val ue, 1)
#def i ne RETVAL_DOUBLE( d) ZVAL_DOUBLE(r et urn_val ue,
d)

#def i ne RETVAL_STRI NE s, dup) ZVAL_STRI NG r et urn_val ue,
s, dup)

#defi ne RETVAL_STRI NGL(s, |, dup) ZVAL_STRI NGL.(return_val ue,
s, |, dup)

#defi ne RETVAL_EMPTY_STRI N&)

ZVAL_EMPTY_STRI NG(r et ur n_val ue)

#define RETVAL_FALSE ZVAL_BOOL(return_val ue, 0)
#def i ne RETVAL_TRUE ZVAL BOOL(return_value, 1)

#def i ne RETURN_RESOURCE( )
return; }
#def i ne RETURN_BOOL( b)

—~

RETVAL_RESOURCE( | ) ;

dup); return; }

#def i ne RETURN_EMPTY_STRI NX)
return;

#defi ne RETURN_FALSE

#def i ne RETURN_TRUE

RETVAL_EMPTY_STRI NX) ;

RETVAL_FALSE; return; }
RETVAL_TRUE; return; }

{ RETVAL_BOOL(b); return;
a}#defi ne RETURN NULL() { RETVAL_NULL(); return;}
#define RETURN_LONG(I) { RETVAL LO\IG(I) return;
a}#defi ne RETURN_DOUBLE( d) { RETVAL_DOUBLE(d);

LSLF .rﬂe }RETURN_STRl NG(s, dup) { RETVAL_STRING(s, dup);
;r#gteF me %?ETURN_STRI NGL(s, |, dup) { RETVAL_STRINGL(s, I,

{

{

{

Asyou can see, returning a value from a function involves setting the special return_value zval to
the return value and then just returning from the function call. At the C level, al functions return

void.

Simple sum() function:

PHP_FUNCTI ON( ry_sum)

{
int argc = ZEND_NUM ARGS() ;
| ong argl;
| ong arg2;

if (zend_parse_paranet ers(argc TSRMLS_CC,
"IN, &argl, &arg2) == FAl LURE)
return;

RETURN_LONG ar gl+ar g2);

Here we uppercase every other character of a string.

PHP_FUNCTI ON( ny_upper)

{
char *str = NULL;

int argc = ZEND NUM ARGY() ;
int str_len;
char *p;
int i;
if (zend_parse_paraneters(argc TSRM.S CC,
"s", &str, &str_len) == FAI LURE)
return;

for(p=str, i=0; *p; p++,i++) {
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if(i9%) p = toupper(p);
RETURN_STRI NGL(str,str_len, 1);
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Returning an Array

Returning an array is alittle bit more complex. Here we take a string and a count and return an
array with the specified number of elements containing the given string.

PHP_FUNCTI ON( ny_ar r ay)

{
char *str = NULL;
int argc = ZEND_NUM ARGS() ;
int str_len;
| ong count;
int i;
if (zend _parse_paraneters(argc TSRM.S CC
"sl", &str, &str_len, &count) ==
FAI LURE)
return;
array_init(return_val ue);
for(i=0; i<count; i++) {
add_i ndex_stringl (return_value, i, str, str_len, 1);
}
}

So, to return an array you first call array_init() on the return_value zval and then populate the
array by calling the various add_* functions. The functions available to populate an array are:

add_i ndex_l ong(zval *arg, uint idx, |ong n)
add_i ndex_nul | (zval *arg, uint idx)

add_i ndex_bool (zval *arg, uint idx, int b)

add_i ndex_resource(zval *arg, uint idx, int r)

add_i ndex_doubl e(zval *arg, uint idx, double d)

add_i ndex_string(zval arg, uint idx, char str, int dup)
add_i ndex_stringl (zval arg, uint idx, char str, uint |ength,
i nt dup)

add_i ndex_zval (zval arg, uint index, zval val ue)

Recall that PHP supports the non-indexed array syntax. eg.
<? $a[] =1; ?>

This same concept is available in the extension APl using these functions:

add_next _i ndex_| ong(zval *arg, |ong n)

add_next _index_null (zval *arg)

add_next _i ndex_bool (zval *arg, int b)
add_next i ndex_resource(zval *arg, int r)
add_next i ndex_doubl e(zval *arg, double d)
add_next _i ndex_string(zval arg, char str, int dup)
add_next _i ndex_stringl (zval arg, char str, uint length, int
dup)

add_next _i ndex_zval (zval arg, zval val ue)

Y ou can aso create an array with non-numeric indices. Otherwise known as an associative array
using these functions:

add_assoc_|l ong(zval arg, char key, long n)
add_assoc_nul | (zval arg, char key)

add_assoc_bool (zval arg, char key, int b)
add_assoc_resource(zval arg, char key, int r)

add_assoc_doubl e(zval arg, char key, double d)
add_assoc_string(zval arg, char key, char *str, int dup)
add_assoc_stringl (zval arg, char key, char *str, uint |ength,
i nt dup)

add_assoc_zval (zval arg, char key, zval *val ue)

To return a 2-dimensional array, you simply make new arrays and add them as elements of the top
array. Likethis:

PHP_FUNCTI ON( ny_arr ay)
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char *str = NULL;

int argc = ZEND_NUM ARGS() ;
int str_len;

| ong count;

int i;

pval *tnp_arr;

if (zend parse paraneters(argc TSRM.S CC
"sl", &str, &str_len
&count) == FAI LURE)
return,

array_init(return_val ue);
for(i=0; i<count; i++) {
MAKE _STD ZVAL(tnp_arr);
array_init(tnp_arr);
add_assoc_|l ong_ex(tnp_arr,
str, str_len
count +i);
add_next i ndex_zval (return_value, tnp_arr);

}

Note the use of add_assoc_|long_ex() in the above example. If we know the length of the key,
then thisis dlightly faster than calling add assoc _long(). The macro definition shows why:

int add_assoc_l ong_ex(zval arg, char key, uint key_ len, |ong

n);
#defi ne add_assoc_long(__arg, _ key, _ n) \\
add_assoc_long_ex(__arg, _ key, strlen(__key)+1l, _ n)
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Object Factory Approach

This gets quite a bit more complex than returning simple types, or even arrays. The first thing to
do is to declare an extension-wide global class ptr along with the methods available in this object
you are creating.

static zend_class_entry *nmy_class_entry_ptr;

static zend_function_entry php_my_class_functions[] = {
PHP_FE(add, NULL)
PHP_ _FALI AS(del , ny_del , NULL)
PHP_FALI AS( I i st my_list, NULL)
{NULL, NULL, NULL}

b
Next, in our module _init function we initialize and register our class definition.

PHP_M NI T_FUNCTI ON(test) {
zend_cl ass_entry ny_class_entry;

I NI T_CLASS ENTRY(ny _class_entry, "ny_class",
php_ny_cl ass_functions);
my_class_entry _ptr =
zend_register_internal _class(&y_class_entry TSRMLS CC);
return SUCCESS;
}

And then we create our object factory function which will return an instantiated object.

PHP_FUNCTI ON( ny_obj ect) {

{
char *fn = NULL;
int argc = ZEND NUM ARGY() ;
int fn_len;
| ong | engt h;
doubl e price;
zend_bool setting;
if (zend_parse_ paraneters(argc TSRMLS _CC,
"sbld", &n, & n_len
&setting, &Iength, &price) ==
FAl LURE)
return;
object_init_ex(return_value, ny_class_entry ptr);
add_property stringl (return_value, "filenanme", fn, fn_len,
1);
add_property_bool (return_value, "toggle", setting ? 0 :
1);
add_property_| ong (return_value, "length", length);
add_property_double (return_value, "price", price);
}
From user space it would be called like this:
<?php
$obj ny_object()
$obj->a di...);
?2>

If you want to have the more traditional class instantiation syntax and want to have a constructor
run for it. eg.

<?php
$obj = new ny_cl ass();
?>

Then create a constructor function:

PHP_FUNCTI ON( ny_cl ass) {
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char *fn
int argc
int fn_len;

| ong | engt h;

doubl e price;
zend_bool setting;

NULL;
ZEND_NUM_ARGS() ;

if (zend_parse_paraneters(argc TSRMLS CC,
"sbld", &n, & n_|en,
&setting, & ength, &price) ==

FAI LURE)
return,
add_property stringl (this_ptr, "filename", fn, fn_len, 1);
add_property bool (this_ptr, "toggle", setting?0:1);
add_property long(this_ptr, "length", length);
add_property double(this _ptr, "price", price);

}
Note the use of this_ptr here.

If you want to access properties from within one of the methods, you can do this:

pval **tnp;
i f(zend_hash_find(HASH O-(this_ptr), "ny property", 11, (void
**) & np) == SUCCESS) ({
convert _to_string_ex(tnp);
php_printf("ny_property is set to %\n",
Z STRVAL_PP(tnp));
}
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SAPI is the Server abstraction APl and you can access server-related global variables using the
SG() macro. Include SAPI.h in your .c file to get the SG macro. You can then access the
elements of the sapi_globals_struct which looks like this:

typedef struct _sapi_globals_struct {
voi d *server_context;
sapi _request _info request _info;
sapi _headers_struct sapi _headers;
int read_post_bytes;
unsi gned char headers_sent;
struct stat gl obal _stat;
char *defaul t_m netype;
char *default charset;
HashTabl e *rfc1867_upl oaded _fil es;
| ong post_nmax_si ze;
i nt options;

} sapi _global s_struct;

To access the default MIME type, you would use:
SQ def aul t _mi et ype)

And to access the request_uri you would use:
SErequest _info).request _uri

Executor Globals

These are run-time globals. The ones you are likely to be interested in are the symbol _table and
active_symbol_table globals. For example, to access the user-space $foo variable from the current
global context, you would do this:

pval **tnp;
i f(zend_hash_find(&EGQ synbol table),
"foo", 4, (void **)& np) == SUCCESS) {
RETURN_STRI NGL(Z_STRVAL_PP(tnp), Z_STRLEN PP(tnp), 1);
} else {
RETURN_FALSE;
}
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Memory Management

PHP has its own memory management functions which adds a safety net in case you forget to free
things. It also helps catch overflows and other memory-related issues. The functions are exactly
like their typical C counterparts:

emal | oc
efree
estrdup
est rndup
ecal | oc
ereal | oc
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Resources

A generic data container. Used to hold file handles, database connections, or anything else that
needs to be initialized and then passed around for other functions to act on. To create a resource
in your extension, first declare an extension-wide true global. We don't have to worry about
thread-safety here. And then if your resource holds a complex datatype of some sort, typedef it as
well at the top of your .c file (on in your header file):

static int le_test;

typedef struct _test |le struct {
char *narne;
| ong age;

} test le struct;

Next we need to create aresource destructor function.

static void _php free test(zend_rsrc_list_entry *rsrc

TSRMLS _DC) {
test le_ struct test_struct = (test_le_struct )rsrc->ptr;

ef ree(test _struct->nane);
efree(test _struct);

}
Then in our MINIT function we declare/initialize our resource;

le test = zend_register_list_destructors_ex(_php_free_test,
NULL, "test",

nmodul e_nunber) ;

Then we might have afunction that 1ooks like this that returns a resource:

PHP_FUNCTI ON(my_init) {
char *name = NULL;
int name_l en, age;
test le struct *test _struct;

i f (zend_parse_paranet ers(ZEND NUM ARGS() TSRMLS CC
"sl", &nane, &nane_| en, &age) ==

FAI LURE) {
return;

test _struct = enmlloc(sizeof(test |le struct));

test _struct->name = estrndup(nanme, nane_| en);

test _struct->age = age;

ZEND REG STER RESOURCE(return_val ue, test_struct,
le test);

}
Followed by other functions that then take a resource as an argument and do something with it:

PHP_FUNCTI ON( ny_get)

{
test_le_struct *test_struct;
pval *res;
i f (zend_parse_paraneters(ZEND NUM ARGS() TSRMLS CC
"r", &es) == FAILURE) {
return;
}
ZEND FETCH RESOURCE(test_struct, test_le_struct *,
&es, -1, "test", le test);
if(!'test_struct) RETURN _FALSE
array_init(return_val ue);
add_assoc_string(return_val ue, "nanme", test_struct->name,
1);
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add_assoc_l ong(return_val ue, "age", test_struct->age);
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MySQL supports one-way replication. Since most web applications usually have more reads than
writes, an architecture which distributes reads across multiple servers can be very beneficial.

Master
I
V V V
Slave Slave Slave

In typical MySQL fashion, setting up replication istrivial. On your master server add thisto your
"my.cnf" file:

[nysql d]

| og- bi n

server-id=1
And add areplication user id for slavesto log in as:

GRANT REPLI CATI ON SLAVE ON . TO repl @% | DENTI FI ED BY
' f oobar ' ;

[ nysql d] .
set-variabl e = max_connecti ons=200
| og- bi n

mast er - host =192. 168. 0. 1

mast er - user =r epl

mast er - passwor d=f oobar

mast er - por t =3306

server-id=2

Make sure each slave has its own unique server-id. And since these will be read-only slaves, you
can start them with these options to speed them up a bit:

--skip-bdb --1ow priority-updates
--del ay-key-write-for-all-tables

Stop your master server. Copy the table files to each of your save servers. Restart the master,
then start all the laves. And you are done. Combining MySQL replication with a Squid reverse
cache and redirector and you might have an architecture like this:

Squid Cache
Eedirector

Apache 1 Apache 2 Apache 3
MyE0QL Slave MyEQL Slave Mv5QL Slave

Master MySQL
Server
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You would then write your application to send all database writes to the master server and all
reads to the local dave. It is also possible to set up two-way replication, but you would need to
supply your own application-level logic to maintain atomicity of distributed writes. And you lose a
lot of the advantages of this architecture if you do this as the writes would have to go to al the
daves anyway.
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Load Balancer

Load Balancer

Load Balancer

Load Balancer
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Resources

Home Page: http://www.php.nei
Manual: http://php.net/manuall
Books: http://php.net/books.phd
Bugs: http://bugs.php.nef
PEAR: http://pear.php.nef

PECL : http://pecl.php.nel

Talks: http://talks.php.nel

X debug: http://xdebug.ord
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